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ABSTRACT

With the advancement of information technology, social media has become an integral part of daily
life, including in the field of education. However, the use of social media in the learning
environment is not exempt from information security challenges that can impact the effectiveness
and sustainability of the learning process. This research aims to examine educational management
strategies to address information security challenges in the use of social media in learning
environments. The study employed an extensive review of existing literature through qualitative
analysis to gain a comprehensive insight into the subject, covering the period from 2017 to 2023.
The study's findings indicate that, in addressing the complexity of information security challenges
related to the use of social media in learning environments, a holistic educational management
approach is necessary. Awareness of risks, the development of clear policies, the selection of secure
technologies, external collaboration, and continuous monitoring are key factors in creating a safe
and innovative learning environment.
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INTRODUCTION

This research summarises a background that builds on a growing understanding of the
increasingly significant role of social media in learning contexts. In line with the rapid advancement
of information technology, social media has become an integral element of everyday life, including
in the realm of education (Fauzi et al., 2023). However, the integration of social media in learning
environments cannot be separated from complex challenges related to information security, which
can impact the effectiveness and sustainability of the learning process. Therefore, an in-depth
understanding of these complex dynamics is essential to devise appropriate strategies to optimise
the role of social media in supporting innovative and secure learning.

Firstly, it needs to be recognised that the existence of various social media platforms has
provided easy access for learners to share information quickly and widely (Tarigan et al., 2023).
While this offers positive potential in the context of learning, it also opens the door to risks such as
leakage of personal information, dissemination of inappropriate content, and even potential cyber-
attacks on learning systems. It is therefore imperative to design and implement education
management strategies that are not only effective in responding to information security challenges,
but are also able to ensure a learning environment that is secure, trusted and resilient to potential
threats that could be detrimental to the overall learning process.

In addition, information security is increasingly crucial given the urgency of protecting
learners' personal data, academic records and other sensitive information. In a broader context,
information security management policies and practices in the education environment must be
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carefully optimised to provide not only adequate, but also holistic protection against potential
security threats (Kitsios et al., 2023). Given the dynamics of technological development and cyber
intelligence, it is imperative that information security policies are proactive and aligned with the
latest developments, to ensure the integrity, confidentiality and availability of information that
forms the backbone of the learning process and data management in educational settings.

In addition, the complexity of managing information security is increasing along with the
growing trend of online learning. This online learning phenomenon poses new challenges in
maintaining data security, especially considering the intensive interaction between learners and
educators through various social media platforms (Wut & Xu, 2021). Increased engagement
through social media also brings potential risks of data leakage and cyber-attacks that can threaten
the integrity of the learning system. Therefore, the focus of this research is not only on
understanding the dynamics of online learning, but also on emphasising the need to design a holistic
education management strategy. The strategy is geared towards integrating the use of social media
with an optimal level of information security, creating an online learning environment that is not
only academically effective but also safe and secure from potential security threats that may arise.

In the face of the complexity of the issues outlined, this research aims to comprehensively
investigate the educational management strategies that can be implemented to address the
information security challenges that arise in the use of social media in learning contexts. Through
an in-depth analysis of the various aspects of this problem, this research intends to not only identify,
but also detail and present innovative solutions. It is hoped that the results of this research will be
able to generate evidence-based policy recommendations and concrete actions that can substantially
improve the level of information security. In addition, it also seeks to formulate practical guidelines
that can strengthen the effectiveness of learning through social media, ensuring that information
security is not only a prerequisite but also a catalyst for the successful utilisation of social media in
educational contexts.

LITERATURE REVIEW

Educational Management

Educational management refers to a series of planning, organizing, coordinating,
implementing, and evaluating activities conducted by educational leaders and administrators to
achieve educational goals effectively and efficiently (Rukman et al., 2023). In this context,
educational management involves the management of human, financial, and physical resources
within educational institutions, along with strategic decision-making focused on improving the
quality of learning and achieving educational objectives (Azzaakiyyah et al., 2023). Educational
managers must be able to design policies, organize learning processes, manage conflicts, and ensure
the existence of a safe, inclusive, and innovative learning environment. Thus, educational
management plays a crucial role in shaping the direction and effectiveness of the education system,
positively impacting the development of learners, educators, and the community as a whole.

Information Security

Information security refers to a series of actions and policies implemented to protect the
confidentiality, integrity, and availability of data or information within a system or organization.
This includes efforts to prevent unauthorized access to information, prevent unauthorized changes
or manipulation of data, and ensure the availability of information when needed (Kraugusteeliana,
2023; Manda HM & Abidin, 2023). Information security is not only focused on technical aspects
but also encompasses human and process dimensions, such as involving users through security
training, implementing appropriate access policies, and monitoring activities to detect potential
security threats (Khando et al., 2021). With the increasing complexity of information technology
and the frequent occurrence of security incidents, the importance of information security is
increasingly emphasized in various sectors, including business, government, and education, to
maintain trust, privacy, and smooth operations in information management.

Social Media
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Social media refers to digital platforms that facilitate interaction, content sharing, and
information exchange among users online. These platforms enable users to create, upload, and share
various types of content, such as text, images, and videos, as well as participate in various forms of
communication, ranging from comments, likes, to sharing other people's content (Ohara, 2023).
The key characteristics of social media involve the concept of a social network, where users can
connect with others, whether friends, family, or even unfamiliar individuals, through profile
creation and building online relationships (Purnama & Asdlori, 2023). Social media has become an
integral part of daily life, playing a crucial role in disseminating information, building communities,
and facilitating social interactions at various levels, including personal, business, and education
(Ausat, 2023). Popular social media platforms include Facebook, Twitter, Instagram, LinkedIn, and
various other services that allow users to engage in broad and rapid digital activities (Azzaakiyyah,
2023).

Learning Environment

The learning environment encompasses the entire physical, social, and psychological
context in which the learning process takes place (Closs et al., 2022). It includes classrooms,
educational facilities, and physical infrastructure but also involves interactions among learners,
educators, and other environmental elements. An effective learning environment should create
conditions that support the growth and development of learners, facilitate positive social
interactions, and provide visual stimuli and an inspirational learning environment (Richardson &
Mishra, 2018). Additionally, psychological aspects such as safety, comfort, and emotional support
also play a crucial role in shaping a conducive learning environment (Lateef, 2020). In the modern
era, the learning environment also involves the use of technology and digital resources, including
social media and online platforms, which can provide new dimensions in how learners interact and
acquire knowledge. Therefore, the design of a holistic and adaptive learning environment is key to
achieving effective learning goals and ensuring comprehensive development for learners.

RESEARCH METHOD

In this investigation, a qualitative approach is employed to thoroughly review the literature,
aiming to explore strategies in education management that address information security challenges
associated with the use of social media in learning environments. The study spans the critical period
from 2017 to 2023 and utilizes this methodology to delve into scholarly works found in diverse
academic journals, conference papers, and reputable sources available through Google Scholar. The
literature exploration is guided by explicit search criteria formulated to include keywords related
to Education Management, Information Security, Social Media, and Learning Environment. The
inclusion of sources is based on their relevance to the research objectives, and any limitations, such
as language constraints or publication biases, are transparently acknowledged.

The research progresses through distinct stages, commencing with the definition of a
specific and relevant research topic and establishing a thorough understanding of the background
and research objectives. Explicit search criteria are formulated to guide the literature exploration
on Google Scholar, covering the timeframe from 2017 to 2023. Once search results are obtained,
the researcher engages in a literature selection process, scrutinizing the abstracts and summaries of
each identified article or source, and excluding literature lacking relevance or failing to meet the
research criteria.

A meticulous examination of the chosen literature follows, focusing on identifying
significant discoveries, concepts, theories, and trends inherent in the literature. The qualitative
approach seeks to achieve a comprehensive understanding of the research subject. The findings
from the literature review are then synthesized and elaborated upon by the researcher to construct
a thorough understanding of the research topic. These findings are organized into a detailed
research report with a structured and cohesive format, encompassing key discoveries, analyses, and
profound interpretations.

This methodology, reliant on existing literature, has the potential to significantly contribute
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to advancing theories, problem-solving, or decision-making across various scientific domains,
particularly in the context of education management strategies to address information security
challenges associated with the use of social media in learning environments. The structured
methodology section provides a clear and coherent explanation of each stage of the research
process, with subsections enhancing readability and ensuring a transparent and robust approach to
the study.

RESULTS AND DISCUSSION

In the ever-evolving digital age, the utilisation of social media has become an indispensable
element of everyday life, and this phenomenon also extends to the realm of education. While the
integration of social media provides tremendous benefits in the context of learning, technological
developments also bring complex challenges related to information security, especially when social
media is integrated in the learning environment. Therefore, it is urgent to design and implement an
educational management strategy that is not only meticulous but also purposeful, with the main
objective of maintaining and improving the level of information security. This strategy is expected
to not only address emerging security challenges, but also create a learning environment that is
innovative, secure and responsive to the dynamics of technological change and social media
development.

An essential first step in addressing the complexity of information security challenges in
the education environment is to engage all stakeholders and increase their awareness and
understanding. To achieve this, it is recommended to design and implement a comprehensive
training programme and interactive workshops. By involving educators, students and parents, the
aim is to provide an in-depth understanding of the information security risks that may arise with
the use of social media (Zakaria et al., 2017). In addition, the programme was able to gain insight
into best practices and preventative measures that can be effectively implemented to protect
sensitive information (Borky & Bradley, 2019). In this way, it is hoped that efforts to improve the
understanding of the entire education community will provide a solid foundation for establishing a
proactive and information security-conscious attitude towards the use of social media in educational
settings.

The development of a detailed and measurable information security policy is a crucial step
in the effort to organise a learning environment that is safe and protected from potential data
security risks (Tariq et al., 2023). Within this framework, it is necessary to formulate a policy that
details key aspects related to the use of social media, ranging from limitations on use to the types
of information that are allowed to be shared. This policy should also include concrete guidelines
and procedures to be taken in dealing with various information security incidents, in line with
technological developments and the dynamics of social media use. With these aspects in mind, the
development of a comprehensive policy not only provides a clear framework for the use of social
media in the learning environment, but also illustrates a serious commitment to information
protection and a responsibility that the entire education community shares.

Within the framework of learning, specialised platform development efforts are becoming
increasingly important with a special focus on information security aspects. These measures include
selecting a platform that not only facilitates effective learning but also prioritises data security.
Therefore, it is important to choose a platform that comes with integrated security features, which
include data encryption and strict access control. Through the integration of these security features,
the learning platform can serve as a secure and trusted environment, capable of protecting sensitive
information from potential security risks (Gugueoth et al., 2023). In this way, the development of
a dedicated learning platform that upholds information security not only supports effective learning
processes, but also provides essential security assurance to ensure data integrity and confidentiality
in modern learning contexts.

Developing partnerships with external parties, such as information security service
providers or cybersecurity experts, is a strategy that is not only effective but also provides
significant advantages in improving information security (Cremer et al., 2022). Collaboration with
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these external experts allows schools to utilise their in-depth knowledge and expertise on the
information security risks they may face. By working together, schools can more accurately detail
and assess potential risks, and gain comprehensive insight into security strategies and solutions that
are appropriate to their educational context (Dwivedi et al., 2023). Through this partnership, an
inclusive framework is established, where the exchange of knowledge and resources between
schools and external parties has the potential to result in innovative and up-to-date solutions for
maintaining information security in the learning environment.

The importance of implementing an information security strategy lies not only in the initial
steps, but also in the maintenance and continuous improvement through a systematic monitoring
and evaluation system. By carrying out regular risk identification and evaluation processes, schools
can build a strong foundation for adaptation and continuous improvement in information and
technology governance. A sophisticated monitoring system will enable schools to detect potential
threats or emerging security gaps over time, providing an opportunity to take preventive or
corrective action before more serious problems occur (Saki¢ Trogrli¢ et al., 2022). Ongoing
evaluation also provides an in-depth understanding of the effectiveness of the information security
strategies implemented, enabling schools to refine and adapt their approach according to the
evolving dynamics of the information and technology environment. Thus, the monitoring and
evaluation system becomes the foundation for continuous improvement in maintaining information
security in the educational environment.

Through a holistic approach, a number of important elements can be integrated to form a
learning environment that is not only innovative but also optimised in terms of security. Firstly,
awareness of information security risks and the importance of security in the use of technology is
a strong foundation. Secondly, clear and comprehensive policies need to be designed and
implemented to provide proper guidance in managing information and technology. Thirdly, secure
technology, including the use of trusted platforms and software, data encryption, and sophisticated
access control systems, ensures comprehensive protection of sensitive information. Fourth,
collaboration with external parties such as information security service providers or cybersecurity
experts is a valuable resource that can provide insights and solutions that match the latest security
dynamics. Finally, careful monitoring through a continuous monitoring and evaluation system
creates a cycle of continuous improvement, allowing schools to continuously adapt their security
strategies and practices according to technological developments and changing security risks. By
integrating all these elements, schools can shape a learning environment that is not only innovative
but also safe for all parties involved.

CONCLUSION

Facing the complexity of information security challenges related to the use of social media
in the learning context, a holistic educational management approach is deemed necessary. The key
to creating a safe and innovative learning environment involves awareness of risks, the
development of clear policies, the selection of secure technologies, external collaboration, and
continuous monitoring. The implementation of these strategies is expected to help protect sensitive
information, mitigate security risks, and ensure that the use of social media in the learning context
yields optimal benefits. Therefore, schools can uphold data integrity, safeguard individual privacy,
and ensure the sustainability of the learning process.

To address the complex challenges of information security in the use of social media in the
learning environment, it is recommended to strengthen information security education programs
for all stakeholders, including teachers, students, and parents. Continuous updates and
improvements to information security policies are necessary to cover critical aspects such as usage
limitations, types of shareable information, and responsive actions to security incidents. Intensive
collaboration with information security experts and external institutions competent in cybersecurity
can provide insights and solutions to overcome increasingly complex information security risks.
The establishment of a sustainable monitoring and evaluation system is also crucial for proactively
identifying and addressing information security risks. Through these steps, schools can create a
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learning environment that is not only innovative but also carefully safeguards information security,
nurturing a generation ready to face the challenges of the digital world wisely and securely.
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