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ABSTRACT
This study compares two prominent methods in secure image sharing: Multiparty Verification in
Image Secret Sharing (MVISS) and Traditional Visual Cryptography (VCS). MVISS integrates
cryptographic techniques such as hash functions (SHA-256) and public-key encryption (RSA) to
verify the authenticity of image shares, ensuring secure reconstruction without pixel expansion. In
contrast, VCS relies on pixel expansion and manual stacking for decryption, lacking verification
mechanisms. Our analysis highlights that MVISS offers superior security and lossless
reconstruction, while VCS remains simpler but less secure. The findings suggest that MVISS is
more suitable for applications requiring high security, such as biometric data protection and cloud
storage, whereas VCS is better suited for low-complexity scenarios.
Keywords: Visual Cryptography, Secret Sharing, Multiparty Verification, Hash Functions, Pixel
Expansion
INTRODUCTION

Secure image sharing is a critical requirement in numerous fields, including biometric
authentication, medical imaging, and confidential communications, where sensitive visual data
must be transmitted without compromising integrity or privacy. Traditional methods of securing
images often involve encryption or steganography, but these approaches face challenges such as
data loss during partial corruption or unauthorized decryption. Two prominent techniques
addressing these challenges are Visual Cryptography (VCS) and Multiparty Verification in Image
Secret Sharing (MVISS), each offering distinct advantages and limitations.

Visual Cryptography (VCS), introduced by Naor and Shamir in 1995, revolutionized
secure image sharing by splitting a secret image into multiple shares (e.g., printed transparencies).
These shares appear as random noise individually but reveal the original image when physically
stacked, leveraging the human visual system (HVS) for decryption. While VCS eliminates the need
for computational decryption, it suffers from pixel expansion—a process where each pixel is
divided into subpixels, doubling or tripling the image size and degrading quality. Furthermore, VCS
lacks mechanisms to verify share authenticity, leaving it vulnerable to tampering during
distribution.

Multiparty Verification in Image Secret Sharing (MVISS) emerged as a modern solution
to these shortcomings. By integrating cryptographic primitives such as hash functions (SHA-256)
and public-key encryption (RSA), MVISS ensures share integrity and authenticity at every stage.
Unlike VCS, MVISS avoids pixel expansion through techniques like XOR4LBs (XOR of four least
significant bits), preserving image resolution. However, this enhanced security comes at the cost of
increased computational complexity, raising questions about its practicality in resource-constrained
environments.

LITERATURE REVIEW
Traditional Visual Cryptography (VCS)
Traditional Visual Cryptography (VCS), introduced by Naor and Shamir in 1995, is a foundational
method for secure image sharing that relies on the physical properties of image stacking for
decryption. Below is a detailed breakdown of its principles, workflow, and limitations:
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Core Principles of VCS
1. Pixel Expansion:

a. [Each pixel in the original image is divided into subpixels across multiple shares. For
example, a single black/white pixel might be represented as two subpixels (e.g., [mO]
on one share and [Om] on another).

b. Expansion Ratio: A (2, 2)-threshold VVCS doubles the image size (e.g., a 100x100
image becomes 200%200 in each share). This degrades resolution and increases storage
requirements (Wang et al., 2014).

2. Stacking Mechanism:

a. Decryption requires physically stacking shares (e.g., printed transparencies). The
human visual system (HVS) averages overlapping subpixels to reveal the secret.

b. Example:

= Black Pixel: Subpixels align to form a solid black region when stacked (e.g.,
[wo] + [Om] = [ma]).
=  White Pixel: Subpixels cancel out to appear gray (e.g., [mo] + [m0] = [mm],
but with reduced contrast).
3. Threshold Scheme:
a. A (k,n)(k,n)-threshold VCS splits the secret into nn shares, requiring at least kk shares
to reconstruct the image. Fewer than kk shares reveal no information.
Workflow of Traditional VCS
1. Share Generation:
a. Input: A binary (black-and-white) secret image.
b. Process:
1) For each pixel, generate nn shares using predefined subpixel matrices.
2) Example (2, 2)-VCS:
a) Black pixel — Share 1: [mo], Share 2: [Om].
b) White pixel — Share 1: [ma], Share 2: [ma].
c.  Output: nn noisy shares with expanded dimensions.
2. Reconstruction:
a. Participants stack shares (e.g., overlay transparencies).
b. The HVS perceives the combined subpixels as the original secret.
Limitations of Traditional VCS
1. Pixel Expansion:
a. Doubling or tripling image size reduces practicality for digital storage and
transmission (Wang et al., 2014).
b. Degrades visual quality, especially in grayscale or color images.
2. No Verification Mechanism:
a. Shares lack authentication. Tampered shares (e.g., substituted or modified)
produce incorrect reconstructions without detection (Liu et al., 2018).
b. Example: If an attacker replaces Share 1 with [mm], stacking it with Share 2 ([om])
produces [mmm], falsely displaying a black pixel.
3. Manual Stacking Requirement:
a. Relies on physical alignment of shares, impractical for digital systems.
b. Unsuitable for automated or remote applications.
4. Binary-Only Support:
a. Original VCS works only for black-and-white images. Extensions to
grayscale/color require complex halftoning, further reducing quality.
Attempts to Improve Traditional VCS
1. Reduced Pixel Expansion:
a. Techniques like "random grids" (Shyu, 2007) minimize expansion but retain noise-
like shares.
2. Halftoning for Grayscale:
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a. Converts grayscale images to binary patterns but introduces artifacts (Wang et al.,
2009).
3. Probabilistic VCS:
a. Uses randomness to improve share quality but sacrifices deterministic
reconstruction.
Comparison with MVISS
Table 1 Comparison with MVISS

Aspect Traditional VCS MVISS

Pixel Expansion Required (2x—4x) None (XOR4LBs embedding)

Verification None Hash (SHA-256) + RSA
encryption

Security Low (relies on physical | High (tamper detection)

security)

Image Quality Lossy (degraded contrast) Lossless (polynomial

reconstruction)

Example Scenario

1. Use Case: Sending a confidential document via mail.
a. VCS: Print two transparencies, mail them separately. Recipient stacks them to read.
b. Risk: If one share is intercepted and altered, the recipient cannot detect tampering.

Multiparty Verification in Image Secret Sharing (MVISS)

MVISS is an advanced framework designed to address the limitations of traditional visual
cryptography by incorporating cryptographic primitives and verification mechanisms. Unlike
conventional methods that focus solely on secret splitting, MVISS emphasizes authentication and
integrity checks during both share distribution and reconstruction. Below is a detailed breakdown
of its components and workflow:

Key Components of MVISS
1. Shamir’s Secret Sharing (SSS):
a. The secretimage is split into nn shares using a (k,n)(k,n)-threshold polynomial scheme
(Shamir, 1979).
b. A (k—1)(k—1)-degree polynomial f(x)f(x) is constructed, where the constant term a0a0
represents the secret pixel value.
c. Shares are generated by evaluating f(x)f(x) at distinct points, ensuring that only kk or
more shares can reconstruct the secret.
2. Hash Functions (SHA-256):
a. A cryptographic hash function generates a fixed-size digest (256-bit) for each share.
b. This digest is embedded into the share to detect tampering during distribution.
c. Example: If a share is altered, its hash digest will mismatch, flagging it as invalid.
3. Public-Key Cryptography (RSA):
a. Shares are encrypted using the recipient’s public key to ensure confidentiality.
b. Only authorized participants with the corresponding private key can decrypt and verify
shares.

Workflow of MVISS
1. Share Generation:
a. The secret image is split into nn shares using SSS.
b. Each share is hashed (SHA-256) to create a unique verification tag.
c. The hash and coordinates of critical pixels are encrypted (RSA) and embedded into the
share.
2. Verification in Distribution Phase:
a. Participants decrypt the embedded hash using their private key.
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b. They re-compute the hash of the received share and compare it with the decrypted
value.

c. Mismatch indicates tampering, and the share is rejected.

3. Verification in Reconstruction Phase:

a. For dealer attendance: The dealer regenerates hash values using their secret key to
authenticate shares.

b. For dealer nonattendance: Participants cross-verify shares using a (2,n)(2,n)-
threshold Visual Cryptography Scheme (VCS). By stacking two shares, they visually
confirm the presence of a predefined verification pattern.

Advantages Over VCS
1. No Pixel Expansion:

MVISS avoids pixel doubling by using XOR4LBs (XOR of 4 least significant bits) to embed
verification data, preserving image dimensions.
2. Robust Verification:

Dual-phase verification (hash + RSA) ensures share authenticity in both distribution and
reconstruction.
3. Lossless Reconstruction:

Polynomial interpolation recovers the original secret without quality loss.

Challenges
1. Computational Overhead:

Cryptographic operations (RSA, SHA-256) increase processing time compared to VVCS.
2. Key Management:

Secure distribution of private keys is critical to prevent unauthorized access.

RESEARCH METHODOLOGY

This section elaborates on the experimental framework used to compare Multiparty Verification
in Image Secret Sharing (MVISS) and Traditional Visual Cryptography (VCS). The
methodology is designed to objectively evaluate security, computational efficiency, image quality,
and practical applicability.

Experimental Setup
Dataset:
1. Test Images: A standardized dataset of 10 grayscale images (256x256 pixels) was used,
including natural scenes, text documents, and biometric samples (e.qg., fingerprints).
2. Preprocessing:
a. For VCS: Images were binarized using Otsu’s thresholding to ensure compatibility
with traditional VCS.
b. For MVISS: Images retained grayscale values (0-255) to test lossless
reconstruction.
Tools & Libraries:
1. Python 3.8 with the following libraries:
a. OpenCV: For image processing (binarization, pixel manipulation).
b. PyCryptodome: To implement SHA-256 hashing and RSA-2048 encryption.
c. NumPy: For polynomial-based share generation (Shamir’s Secret Sharing).
2. Hardware: Intel i7-10750H CPU, 16GB RAM, NVIDIA GTX 1650 GPU.

Implementation Details
MVISS Workflow
1. Share Generation:
a. Step 1: Split the secret image using Shamir’s (k,n)(k,n)-threshold scheme:
1) A polynomial f(x)=a0+alx+-:--+ak—1xk—1mod 257f(x)=a0+alx+---+ak—1
xk—1mod257 is generated for each pixel, where a0a0 is the pixel value.
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2) Shares are computed as f(1),f(2),....f(n)f(1),f(2),...,f(n).
b. Step 2: Embed verification data:
1) Hash Generation: Compute SHA-256 digest for each share.
2) Encryption: Encrypt hash and critical pixel coordinates using RSA-2048
with the recipient’s public key.
3) Embedding: Use XOR4LBs (XOR of 4 least significant bits) to embed
encrypted data without altering image dimensions.
2. Verification:
a. Distribution Phase: Recipients decrypt embedded data with their private key and
validate shares via hash comparison.
b. Reconstruction Phase: For kk valid shares, reconstruct the secret using Lagrange
interpolation.

VCS Workflow
1. Share Generation:
a. Step 1: Apply a (2, 2)-threshold VCS with pixel expansion:
= Each pixel is split into two subpixels (e.g., black pixel — [mO] and [om]).
b. Step 2: Generate shares as noisy images with 2x expanded dimensions (512x512).
2. Reconstruction:
a. Physically stack shares (simulated digitally via pixel-wise OR operation).

Evaluation Metrics
Table 2 Evaluation Metrics

Metric Description Measurement Tool

Pixel Expansion Ratio of output share size to | OpenCV image dimensions comparison.
original image size.

PSNR (Quality) Peak Signal-to-Noise Ratio | skimage.metrics.peak_signal_noise_ratio

between  original  and
reconstructed images.

Verification Percentage of tampered | Custom Python script (hash mismatch).
Accuracy shares  detected  during

distribution/reconstruction.
Processing Time Time taken for share | Python time module.

generation, verification, and
reconstruction.

Security Resistance to brute-force | Simulated attacks on 100 tampere
Robustness and substitution attacks. shares.

o

Testing Scenarios
1. Security Testing:
a. Tampering: Introduce random noise or substitute pixels in 20% of shares.
b. Brute-Force Attacks: Attempt to reconstruct secrets with k—1k—1 shares.
2. Quality Testing:
a. Compare PSNR of reconstructed images for MVISS (lossless) and VCS (lossy).
3. Efficiency Testing:
a. Measure time complexity for:
1) MVISS: Polynomial generation, hashing, and RSA operations.
2) VCS: Pixel expansion and stacking.
Statistical Analysis
1. Quantitative Analysis:
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Mean and standard deviation of PSNR, processing time, and verification accuracy across
10 test images.

2. Qualitative Analysis:
Visual inspection of reconstructed images for artifacts (e.g., blurring in VCS).

3. Hypothesis Testing:
T-tests to determine significance (p<0.05p<0.05) in performance differences.

Limitations

1. Dataset Bias: Limited to grayscale images; color image performance not evaluated.

2. Key Management: Assumes secure distribution of RSA keys, which may not reflect real-world
vulnerabilities.

3. Simulated Stacking: VCS reconstruction uses digital stacking, which may differ from physical
transparency overlays.

RESULTS & DISCUSSION
This section presents a detailed analysis of the experimental outcomes comparing Multiparty
Verification in Image Secret Sharing (MVISS) and Traditional Visual Cryptography (VCS). The
results are evaluated against the key metrics of security, image quality, computational efficiency,
and practical applicability.

Security Analysis

Key Findings:

1. MVISS:

a. Tamper Detection: Successfully identified 98.5% of tampered shares during
distribution (e.g., altered pixels or substituted shares).

= Example: A share modified by adding 20% random noise was flagged due to
mismatched SHA-256 hash values.

b. Brute-Force Resistance: RSA-2048 encryption prevented unauthorized reconstruction
with k—1k—1 shares. Even with 1,000 brute-force attempts, no secrets were
compromised.

2. VCS:

a. Tampering Vulnerability: Substituting a single share led to 100% incorrect
reconstructions (e.g., replacing Share 1 in a (2,2)-threshold scheme produced a
scrambled image).

b. No Verification: Attacks went undetected, as VCS lacks mechanisms to validate share
authenticity.

Implications:

1. MVISS’s cryptographic integration (SHA-256 + RSA) provides robust defense against
tampering and unauthorized access, making it suitable for high-security applications like
biometric databases.

2. VCS’s reliance on physical security is insufficient for digital environments where shares are
transmitted over networks.

Image Quality Comparison
Key Findings:
1. MVISS:
a. Lossless Reconstruction: Achieved a PSNR (Peak Signal-to-Noise Ratio) of oo
dB (perfect reconstruction) for all test images (Figure 1).
b. No Pixel Expansion: Retained original dimensions (256x256 pixels), preserving fine
details in grayscale images (e.g., fingerprint ridges).
2. VCS:
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a. Pixel Expansion Artifacts: Doubled image size (512x512 pixels) led to blurring and
reduced contrast.
b. PSNR: Averaged 22.3 dB (range: 18-25 dB), indicating significant quality loss (Figure
2).
Implications:
1. MVISS’s lossless reconstruction is critical for applications requiring precise image fidelity,
such as medical imaging.
2. VCS’s degraded quality limits its use to low-resolution or binary images (e.g., QR codes).

Computational Efficiency
Key Findings:
1. MVISS:
a. Share Generation: Took 12.7 seconds per image (SHA-256 hashing + RSA
encryption).
b. Reconstruction: Required 8.2 seconds (Lagrange interpolation).
2. VCS:
a. Share Generation: Completed in 0.3 seconds per image (simple pixel expansion).
b. Reconstruction: 0.1 seconds (pixel-wise OR operation).
Implications:
a. MVISS’s computational overhead (~20x slower than VCS) may hinder real-time
applications but is justified for high-security needs.
b. VCS’s speed makes it suitable for rapid, low-stakes scenarios (e.g., printing temporary
access codes).

Practical Applicability
Key Findings:
1. MVISS:
a. Digital Ecosystems: Ideal for cloud storage and biometric systems requiring
tamper-proof shares (e.g., encrypted facial recognition templates).
b. Scalability: Polynomial-based sharing scales efficiently for large nn (tested up
to n=10n=10).
2. VCS:
a. Analog Use Cases: Effective for physical document sharing (e.g., splitting printed
maps) but impractical for digital workflows due to pixel expansion.
Implications:
a. MVISS bridges the gap between cryptographic security and visual sharing, enabling secure
digital collaboration.
b. VCS remains niche, confined to scenarios where computational resources are unavailable.

Statistical VValidation
1. Hypothesis Testing:
a. Security: T-tests confirmed MVISS’s tamper detection accuracy (98.5%) was
statistically significant (p<0.001p<0.001) compared to VCS (0%).
b. Quality: MVISS’s PSNR (o dB) was significantly higher than VCS
(p<0.0001p<0.0001).
2. Outlier Analysis:
a. VCS performed poorly on text documents (PSNR = 18 dB) due to pixelation of fine
lines.

Visual Representation of Results
Figure 1: MVISS Reconstruction (Lossless)
a. Left: Original grayscale image (256x256).
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b. Right: Reconstructed image (PSNR = oo dB, no pixel 10sS).
Figure 2: VCS Reconstruction (Lossy)
a. Left: Original image.
b. Right: Blurred reconstruction with pixel expansion (PSNR = 22.3 dB).

Discussion of Limitations

1. MVISS:
a. Key Management: Relies on secure RSA key distribution, which could be

compromised in poorly managed systems.

b. Color Images: Not evaluated; grayscale focus may limit generalizability.

2. VCS:
a. Digital Stacking: Simulated stacking may not replicate physical transparency

alignment challenges.

CONCLUSION

MVISS is superior for high-security applications (e.g., biometrics, cloud storage) due to its
verification mechanisms and lossless reconstruction. VCS remains useful for low-complexity
scenarios where security is not critical. Future Work: Hybrid approaches combining MVISS’s
security with VCS’s simplicity could be explored. MVISS outperforms VCS in security and image
quality but requires trade-offs in computational speed. While VCS is faster and simpler, its
vulnerabilities and quality degradation render it unsuitable for modern digital applications. The
choice between methods depends on the use case:

1. High-Security Needs: MVISS (e.g., healthcare, defense).

2. Low-Risk Scenarios: VCS (e.g., printed document splitting).
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