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Abstract:Personal data is often the target of irresponsible people to misuse. The theft
is carried out to profit from the person who has the data. In addition to the theft of
work files, theft is also carried out on video files. The research stage conducted in
this research is starting from problem analysis, application of methods, method
analysis, design and implementation of applications. The theft of this file aims to
find out what the contents of the video are. Someone has a private video recording
that should not be known by others. Misuse of video files will be fatal for the owner
of the video. Cryptographic techniques are needed in video security. The purpose of
this research is to provide data by applying the base64 method in data security. On
this basis the author will create a system that can encrypt and decrypt a video file so
that the information contained in it becomes more secure. Caesar Cipher algorithm
can help users in securing the video file. The Base64 algorithm can be used to change
the ASCII 256 format to Base64 so that it is easy to send or store in a storage media.
This algorithm will make the file structure simpler so that it can be displayed and
saved. By applying the Base64 algorithm and Caesar Cipher on video files, the
security and confidentiality of the files will be guaranteed.
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INTRODUCTION

Information security is very important at this time, how to secure data certainly requires techniques, one of
which is the use of cryptography, the IDEA algorithm is one of the cryptographic algorithms that can be used to
secure messages, and in this study the IDEA algorithm process is shown in stages to facilitate the development of
the IDEA algorithm in various needs.(Simarmata et al., 2018)

Nowadays, information technology users who use computers as a medium are very increasing. Effective
security of an information technology system is indispensable for daily activities, security and confidentiality
issues are one of the important aspects of a message, data, or information. One of them is the image, the image is
one of the important forms of multimedia. The image presents information visually and the information presented
by an image is richer than that presented textually. One way to secure the image is the encryption process.
Encryption is the process of converting plaintext into encrypted text.(Adi, Kitagawa, et al., 2021)

Technological advances that are growing rapidly encourage people to continue to create new breakthroughs
in all fields of scientific discipline. The use of a new system that is more practical and faster in service and can
provide convenience for users is a trend in itself in such a modern era.(Adi, Sihombing, et al., 2021)

In previous research was the goal by Phillip I Wilson and Mario Garcia. By adding some random bits of
padding to each byte, one can ease the retention of statistics found in most messages. The one-way function will
determine the right number of pads to remove indistinguishable message bits from padded random bits. This
methodology moderately increases the size of the ciphertext, but significantly increases the security of the
cipher(lrawan et al., 2020).

according to(Suhandinata et al., 2019) in the cited journal(Fricles Ariwisanto Sianturi, 2013) Random number
generator or random number generator is an algorithm used to generate sequences of numbers as a result of
calculations with a computer whose distribution is known so that the numbers appear randomly and are used
continuously.

Experiments for all types can be carried out as well, before the EoF file process will be converted into a
printablet using the Base64 method, the steganography process with the EoF technique can do it with the Base64
encoding text. Subsequent improvements Base64 and EoF methods can be combined with algorithmic
compression, so that base64 encoding is compressed by the algorithm and then embedded into a file using
EoF(Main & Siahaan, 2021)
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LITERATURE REVIEW

Cryptography is the science of encryption techniques where data is scrambled using an encryption key into
something that is difficult to read by someone who does not have a decryption key. Decryption uses the decryption
key to get back the original data. The encryption process is carried out using an algorithm with several
parameters.(Novianto & Setiawan, 2019)

Base64 transformation is one of the algorithms for encoding and decoding a data into ASCII format, which is
based on the base number 64 or can be said to be one of the methods used to encode (encoding) binary data.
according to(Novianto & Setiawan, 2019) quoted by Gunadhi, et al(Novianto & Setiawan, 2019)Base64
transformation is one of the algorithms for encoding and decoding data into ASCII format, which is based on the
base 64 number or can be said to be one of the methods used to encode binary data. Base64 transformation
cryptography is widely used in the Internet world as a media data format for sending data, this use is because the
results of the base64 encode are plaintext, so this data will be much easier to send, compared to binary data formats.
The base64 algorithm uses ASCII code and base64 index code in carrying out the encryption or decryption process.
In encrypting the website URL, the base64 index code needs to be modified. The “+” symbol is modified to “-”
and the “/” symbol becomes “ .

Encryption is an algorithm process that converts initial data into data in the form of strings at random, without
encryption, information can be monitored by someone remotely. Base64 is not really encryption, but just an
encoding standard.(Sitompul, 2019)

One of the important things in communication using a computer is to ensure the confidentiality of data.
Information which is the result of processing from data, has a different value for each person. Often an information
becomes very valuable, and not everyone is allowed to know it. However, there are always parties who try to find
out information in inappropriate ways and even intend to destroy it.(Main & Siahaan, 2021)

METHOD

The research stage is how the research flow is carried out. The stages are carried out by grouping tasks into

several phases, namely:

a. Literature study, in this thesis the author took from several sources such as journals and books.

b. Data collection, in this thesis the author collects data by searching and downloading videos with a maximum
size of 30Mb.

c. System analysis, the problem raised in this thesis is how to secure a video file using the Base64 algorithm.

d. Analysis of the proposed system, the author will create a system that can be used to encrypt and decrypt
video files so that they can be sent more securely.

e. Needs analysis, to make this system the author requires some hardware and software such as visual studio
code software and a laptop.

f. The method, the algorithm method that the author uses in writing this thesis is the Base64 method.

g. System design, the author starts the process of designing the system using UML to see the process flow of
the video file data that will be encrypted or decrypted.

h. Making the system, the author makes a system using the Microsoft Visual Basic.Net 2010 programming
language.

i. Implementation, after making the system is complete, the author implements the system by trying and
evaluating whether there are errors or are running correctly.
The stages above can be seen in Figure 1 below.
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Fig. 1 Research Stage

RESULT

System analysis is the decomposition of an information system that is divided into component parts with the
aim of identifying problems and evaluating problems that occur so that they are expected or can be proposed.
Activity analysis is an information system with the aim of identifying and evaluating problems that will arise,
which may occur so that they become the expected needs and technological developments. Currently, many of the
video transmission processes are not encrypted so that the video file is easily viewed by anyone. With the insecurity
of sending this video file, the file information can often be seen publicly by anyone so that the level of
confidentiality of the information is not maintained(Fricles Ariwisanto Sianturi, 2018).

On this basis the author will create a system that can encrypt and decrypt a video file so that the information
contained in it becomes more secure. Base64 encoding technique is actually simple, if there is one (string) bytes
to be encoded to Base64 then the method is as follows:

Suppose we want to encode the text MAN
a. Change the letters to be encrypted into ASCII codes Text Content: M - A —N

ASCII: 77 - 97 - 110

The ASCII codes are converted into binary codes
b. TextContent: M—-A—-N

ASCII: 77 -97 - 110

Bit Pattern: 01001101 — 01100001 - 01101110
c. Divide the binary code into only 6 numbers per block and the number is a multiple of 4 blocks.

d. Ifthe binary number does not add up to 6 digits and 4 blocks, a binary code of 0 will be added so that it becomes
4 blocks.
e. The blocks are converted back into decimal code (data is read as index) Text Content: M- A - N

ASCII: 77 -97 - 110

Bit Pattern: 010011 — 010110 — 000101 — 101110

Index: 19 -22 -5-46
f. The results of the index code are converted to letters in the Text Content index: M — A —N

ASCII: 77 -97 - 110

Bit Pattern: 010011 — 010110 — 000101 — 101110

Index: 19 -22 -5-46

Base64 Encoded: T-W —-F —u
g. If the block value is an additional result (0) then the result of the index is '=' Text Content : M — “(Empty)” —

“(Empty)”

ASCII: 77 — “(Empty)” — “(Blank)”

Bit Pattern: 010011 - 010000 — 000000 — 000000

Index: 19 — 16 — (Blank) — (Blank)
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Base64 Encode: T-Q-=-=

Analysis of the Encryption System
The following is a use case diagram used in the video file encryption process:

About - Open File
<f§2cteﬂ"d§
Encryption _ .
==extend= Caesar Cigher
- Encryption
— Description <<é§(t-ct_1__§_1?
N i Encoding Basefd
<4e§d:eg\1d>
Exit - N\
A Sawe File

Fig.2 Use Case Diagram of the Encryption Process

System Analysis Description
The following is a use case diagram used in the video file decryption process:

About Open File
<<exten &
— Y — . Encryptlon - —ﬁéextendb —p Decodjng Baszend
~ T Description ex =d-
o Tk Caesar Cipher
<<extend>
Exit - N
A Save File

Fig.3 Use Case Process Diagram Description

DISCUSSIONS

From the results of calculations used with the Base64 algorithm obtained the result that with the calculation of
base64 algorithm carried out obtained the results of encryption from video files used by decrypting video files so
that the information contained in it becomes more secure. The Base64 encoding technique is actually simple, if
there is one (string) byte to be encoded to Base64. In a simple encoding security system, you can use the base64
method to encrypt and description data or passwords. Based on the test data used, the quality of encryption and
description increases by using the application created. This research is planned in the future will improve the
encryption system and description with base64 algorithm not only on video files but will try with audio files in the
process of encryption and description.

CONCLUSION

Based on the discussion of the previous chapters that have been done, some conclusions can be taken as follows:

1. The process of encrypting the video by selecting the video to be encrypted first. The video format that users
can use is the *.mp4 format.

2. The application of the Base64 algorithm to secure messages on video files is done by creating a
cryptographic application with the help of a programming language for the process of entering the system
and selecting video files. To start encrypting, users can press the encryption button.

3. The message security system depends on the key used, in this study the key used in the string and the author
added a hashing function that is part of the cryptographic library of the cryptographic class cryptography.
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