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Abstract: Pusat Teknologi Informasi dan Pangkalan Data (Pustipanda) UIN 

Jakarta is an institution in charge of managing all information systems and 

data management for UIN Jakarta. However, security issues are still one of 

the problems faced by Pustipanda today, such as data leaks, and websites that 

are often problematic. This research aims to assess the level of information 

security at the UIN Jakarta Pustipanda data centre using the COBIT 5 

framework. Information security is very important in supporting 

organizational operations, especially facing cyber threats in the data centre 

environment. The research approach included document analysis, 

observation, and interviews with stakeholders at Pustipanda UIN Jakarta. 

Identification of information security weaknesses, assessment of compliance 

with security standards, and design of appropriate solutions are the subject 

of the research. It is hoped that the results will provide a comprehensive 

picture of information security in the data centre as well as concrete 

recommendations for improvement. The results of the research include an 

understanding of the status of information security at Pustipanda UIN 

Jakarta, as well as guidelines for improving information security in 

accordance with COBIT 5 principles. These efforts aim to reduce risk and 

protect the integrity, confidentiality, and availability of data in the data centre 

environment 
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INTRODUCTION 

In today's digital era, the main challenge for companies, organisations, and governments is 

maintaining information system security. The existence of Information System Security is crucial in the 

era of Information and Communication Technology (ICT) (Ciptaningrum et al., 2015). Information and 

data security is a major focus for various organisations, including educational institutions such as 

Pustipanda UIN Jakarta. Pusat Teknologi Informasi dan Pangkalan Data (Pustipanda) is an institution 

responsible for data and information management at UIN Syarif Hidayatullah Jakarta, which has the 

responsibility of managing crucial information. According to Aritonang, several problems arise, 

including a lack of evaluation of the maturity level of system security, a lack of response to reports, and 

a lack of guidelines and SOPs related to information system security policies (Aritonang et al., 2018). 

Therefore, evaluating the security maturity of information systems is a must to ensure business 

continuity and efficiency today. Thus, improvements can be made to increase the level of information 

system security in accordance with the demands of the times).  

This research aims to conduct an in-depth evaluation of information security in the data centre 

architecture Pusat Teknologi Informasi dan Pangkalan Data (Pustipanda) UIN Jakarta using the COBIT 

5 framework. COBIT 5 is recognised as an industry standard in Information Technology governance 

and information security, and will be used to evaluate various aspects of information security in use 
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today as well as identify potential deficiencies that may pose risks in the data centre architecture at 

Pustipanda UIN Jakarta (Matin et al., 2018). 

In evaluating enterprise security, focus will be placed on COBIT 5 domains such as APO13 and 

DSS05 (Greene & CISSP, 2015). This evaluation aims to address various challenges and risks related 

to information security, such as differences in security policies, lack of understanding of potential risks, 

suboptimal governance, technology and infrastructure limitations, as well as linkages to applicable 

security standards and implementation. According to Tristiyanto, to find out the company's governance 

in managing IT infrastructure in the form of value delivery, risk optimisation, resource optimisation, it 

will focus on COBIT 5 Domains such as EDM01, EDM01, and EDM03 (Tristiyanto & Octaria, 2019). 

Through the application of the COBIT 5 framework, this research is expected to provide a 

comprehensive evaluation and recommendations that can be applied to strengthen information security 

in the data centre architecture at Pustipanda UIN Jakarta. 

The results of this research are expected to assist Pustipanda UIN Jakarta in improving and 

maintaining information security on stored data, so as to ensure the integrity and confidentiality of 

critical information. In addition, the findings of this research are expected to provide valuable insights 

for other educational institutions and organisations facing similar challenges in maintaining and 

strengthening information security. In the next section, this research will describe the methodology used, 

key findings, and recommendations that can be applied to improve the security of the data centre 

architecture at Pustipanda UIN Jakarta using the COBIT 5 framework.  

 

LITERATURE REVIEW 

Data Center Architecture 

A data centre is a facility used to place electronic systems and their related components for the 

purposes of data placement, storage, and processing (Menkominfo, 2013). Data centre can also be 

interpreted as a facility used to store, process, and distribute data centrally. Data centres are important 

assets for organisations that use information technology (IT) to support their business activities. 

Data centres must have good information security to protect data from internal and external threats, 

such as leakage, damage, theft, sabotage, and so on. Certain data centres generally include special 

building structures, power backup structures, cooling systems, special rooms (such as entrances and 

communication rooms), device cabinets, cable structures, network devices, storage systems, servers, 

mainframes, software applications, physical security systems, monitoring centres, and many other 

supporting systems. all of these resources interact with each other and are managed by special officers 

(Santana, 2013). 

 

Information Security 

Information Security is the protection of information and information systems from unauthorised 

access, use disclosure, interference, modification, or destruction in order to provide confidentiality, 

integrity, and availability (NIST, 2013). Protection of information and information systems from 

unauthorised access, use, disclosure, interference, modification, or destruction in order to provide 

confidentiality, integrity, and availability (CNSS, 2010). It can be concluded that information security 

is a process to ensure the confidentiality, integrity, and availability of information. Information security 

involves technical, organisational, and human aspects. Information security must be managed 

systematically and continuously to reduce risk and improve Information Technology (IT) performance. 

Information security awareness is the awareness of users to comply with rules, realize potential, 

understand responsibilities, and act in accordance with information security (Nurbojatmiko et al., 2020). 

Information security can be interpreted as confidentiality that protects information from unauthorized 

access, integrity that maintains the integrity of information from unauthorized modification, and 

information availability that ensures data can be accessed by authorized users. 

 

COBIT 5 

COBIT 5 is a framework used to manage and oversee IT in a holistic and integrated manner. COBIT 

5 has five principles, namely:  

Meeting stakeholder needs,  
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Information Technology (IT) governance is required to meet the needs and expectations of 

stakeholders, such as business owners, customers, employees, regulators, and others. IT governance 

is also expected to create value for stakeholders by optimally managing IT risks, resources, and 

performance. 

 

Covering the enterprise end-to-end,  

Information Technology (IT) governance covers all activities and business processes related to 

Information Technology, whether performed by the Information Technology function or by other 

business units. Information Technology (IT) governance can also integrate and align Information 

Technology with business strategies, objectives, and policies. 

 

Applying a single integrated framework,  

Information Technology (IT) governance uses a single, integrated framework that incorporates the 

best standards, practices, and methods available in the field of Information Technology. IT 

governance should be able to adopt and adapt the framework according to the context and needs of 

the organisation. 

 

Enabling a holistic approach,  

Information Technology (IT) governance uses a holistic and systemic approach that considers all 

factors affecting Information Technology, such as principles, policies, processes, structures, culture, 

ethics, information, services, infrastructure, applications, and people. Information Technology (IT) 

governance can be used to identify, manage, and monitor all enablers or every influencing factor in 

an integrated manner. 

 

Separating governance from management, 

Information Technology (IT) governance separates the governance function from the management 

function. The governance function is to set direction, decisions, and oversight over Information 

Technology, while the management function is to plan, build, run, and monitor Information 

Technology. Information Technology governance can also establish boundaries, responsibilities, and 

accountability between the two functions. 

 

According to (ISACA, 2012) the COBIT 5 framework also has seven enablers that serve to provide 

a comprehensive and integrated framework for managing and controlling information technology in an 

organisation. The following 7 enablers in COBIT 5 are as follows Principles, policies and frameworks, 

Processes, Organisational structures, Culture, ethics and behaviour, Information, Services, infrastructure 

and applications, People, skills and competencies.  

COBIT 5 can be used to evaluate data centre information security using the APO13 (Manage 

Security) and DSS05 (Manage Security Services) processes. The APO13 process aims to establish and 

maintain information security policies and procedures in accordance with business and regulatory needs. 

The DSS05 process aims to provide effective and efficient information security services to protect the 

data centre from threats (Zulhuda, 2010). 

COBIT 5 is a framework specifically designed to guide organisations in managing and securing their 

information assets. COBIT 5 provides detailed guidance for every aspect of information security, 

including risk identification, resource protection, and ongoing monitoring (ISACA, 2012). 

 

EDM (Evaluate, Direct, and Monitoring) 

EDM (Evaluate, Direct, and Monitoring) is one of the domains of COBIT 5 that aims to assess, 

optimise risks and resources, including practices and activities to evaluate strategic options, provide 

direction to IT, and monitor results. EDM domain processes include: EDM01, Ensure Governance 

Framework Setting and Maintenance. EDM02 Ensure Benefit Delivery. EDM03, Ensure Risk 

Optimisation, EDM04 Ensure Resource Optimisation, and EDM05 Ensure Stakeholder Transparency 

(ISACA, 2012). 

APO (Align, Plan, and Organize) 
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APO (Align, Plan, and Organize) is one of the domains of COBIT 5 which aims to focus on how an 

organisation can organize and manage information technology (IT) in line with its business objectives. 

This research will focus on APO13 (Manage Security) which helps companies audit information system 

security governance and evaluate the level of security maturity of a company's information system 

(Aritonang et al., 2018). 

 

DSS (Deliver, Service, Support) 

DSS (Deliver, Service, Support) is one of the domains of COBIT 5 that focuses on how organisations 

manage the delivery, service, and support of IT services to ensure that these services can provide the 

expected value in accordance with business needs. This research will focus on DSS05 (Manage Security 

Services) which aims to find out the extent to which the company manages information system security 

and its conformity with the company's security policies, and monitors the company in managing and 

overseeing security systems (ISACA, 2012). 

 

Capability Level 

Capability level is the level of process capability that shows the extent to which the process can 

achieve the expected goals" (Surya et al., 2021). Capability level in COBIT 5 is a measure of IT process 

maturity used to evaluate how well IT processes are managed and controlled. Capability level in COBIT 

5 is the level of maturity or maturity of an IT process in a company/organisation. According to (ISACA, 

2012), the capability level in COBIT 5 is divided into 6 levels: 

Level 0: Incomplete Process 

At this stage, the IT process still cannot be implemented and still cannot achieve business process 

goals (Tristiyanto & Octaria, 2019). 

Level 1: Performed Process 

At this stage, a process can already be implemented and can achieve its goals (ISACA, 2012). 

Level 2: Managed Process 

At this stage, the process has been managed and controlled in planning, monitoring, evaluating, and 

the results of the work product of the process will then be determined, controlled, and maintained 

(Tristiyanto & Octaria, 2019). 

Level 3: Estabilished Process 

At this stage, the process has been defined in detail and is based on a standardised process. 

Level 4: Predictable Process 

At this stage, the process is consistently enforced within specified limits (ISACA, 2012). 

Level 5: Optimising Process 

At this stage, the process can be improved regularly to achieve current and future business goals 

(Andry & Cristianto, 2018). 

 

METHOD 
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Research methodology is a research plan structure consisting of plans and procedures for carrying 

out research, which includes general assumptions, research strategies, data collection methods, and 

detailed analysis (Ishtiaq, 2019). This research uses quantitative methods as a research strategy, with 

data collection techniques in the form of literature studies, observations, and interviews. This research 

also followed the stages shown in the research plan (Figure 1), namely preliminary studies consisting of 

literature studies and case studies. The results of this research plan are requirements, targets, and 

strategic objects that correspond to various processes in the EDM, DSS, and APO domains. These 

domains are used as the basis for developing interview questions, with reference to the COBIT 5 

standard. 

 

Question Table 

The question table (Table 1) in this study was compiled to assess each domain used as a standard in 

evaluating information security at the Pustipanda UIN Syarif Hidayatullah Jakarta Data Center. With a 

total of 18 questions (3 items for domain EDM01, 2 items for domain EDM02, 2 items for domain 

EDM03, 6 items for domain DSS05, and 5 items for domain APO13). 

 

Table 1. Interview Questions 

Domain Question 

EDM01 

1. How does pustipanda manage data centers?  

2. Is there a special regulation in pustipanda in managing data centers?  

3. Is the hierarchical structure of IT Governance at pustipanda in 

accordance with the needs of the organization in managing the data 

center? 

EDM02 

1. Is the performance of the data center able to meet business needs and 

objectives?  

2. How efficient is the data center in resource usage? 

EDM03 
1. How does pustipanda identify the risks that exist in the data center?  

2. How does pustipanda manage all risks in the data center system? 

DSS05 

1. How do you handle errors in a data center?  

2. How do you manage physical access and logical access to the data 

center? 

3. Are measures in place to minimize the business impact of 

operational information security vulnerabilities and incidents?  

4. Can all users be uniquely identified and have access rights 

according to their business roles?  

5. Are there physical measures in place to protect information from 

unauthorized access, damage and interference while being 

processed, stored or transmitted?  

6. Is electronic information truly secure when stored, or transmitted? 

APO13 

1. How does pustipanda monitor data center security?  

2. Is there a separate security application in pustipanda?  

3. Is the security system that has been implemented in accordance with 

the requirements or has it been deemed appropriate for pustipanda?  

4. Is there an internal pustipanda plan and communication related to 

system security implementation? 

5. Are information system security solutions implemented in all 

divisions or sections in pustipanda? 
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RESULT 

The results and discussion of this research are organized in tabular form consisting of 3 main tables, 

namely the question table, assessment results, and recommendation results. 

Research Results 

Table 2 shows the results of measuring the capability level of IT governance using the COBIT 5 

framework. Capability level is the level of an organization's ability to perform IT processes that have 

been defined.  in the COBIT 5 assessment model. Capability levels have a scale from 0 to 5, namely : 

0 (Incomplete Process) : the IT process is not performed or does not achieve its goal. 

1 (Performed Process) : the IT process is performed and achieves its objectives, but is unorganized 

and uncontrolled. 

2 (Managed Process) : IT processes are carried out in an organized and controlled manner, but are 

not documented and not measurable. 

3 (Established Process) : IT processes are carried out in a documented and measurable manner, and 

in accordance with established standards. 

4 (Predictable Process) : IT processes are carried out consistently and predictably, and in accordance 

with the specified limits. 

5 (Optimizing Process) : IT processes are optimized and can be improved, and are in line with 

business objectives. 

Based on the average assessment in the Capability Level assessment table (Table 2), it is known that 

the overall average for each domain (EDM01 is 2.33; EDM02 is 2.13; EDM03 is 2; DSS05 is 3; APO13 

is 1.55) tested is 2.202 (Managed Process), which explains that IT processes are carried out in an 

organized and controlled manner, but are not documented and not measurable. 

 

Table 2. Capability Level Assessment For Each Domain 

Domain Capability Level (Average) 

As Is To Be 

EDM01 2,33 4 

EDM02 2,13 4 

EDM03 2 4 

DSS05 3 4 

APO13 1,55 4 

 

Recommendation Results 

Table 3. Recommendations For Assessment Using The EDM01 Domain 

EDM01 (Ensure Governance Framework Setting and Maintenance) 

Existing Condition Value Target Recommendation 

Pustipanda already has 

regulations on system 

security, but it is still 

unclear and there is a lack of 

attention to data center 

security. Thus creating 

vulnerabilities in terms of 

security 

2,33 4 Revise existing system security regulations in 

accordance with applicable security standards and 

more clearly. Increase attention or awareness of 

data center security. Conduct regular audits and 

evaluations of data center security, and implement 

control and monitoring mechanisms for access and 

activities in the data center. 

Awareness of information 

security in data centers is 

still in the low category 

1,5 4 Make information security policies and procedures 

that are clear, complete, and easily understood by 

all parties involved with the data center. As well as 

periodic socialization and education about 
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information security to all parties involved with the 

data center. 

There is already a 

hierarchical structure in the 

organization for data center 

governance. 

3,16 4 Review the existing hierarchical structure, 

involving all parties related to the data center. 

Identify discrepancies in the hierarchical structure 

of each data center governance and the parties 

involved in data center governance. Create a 

document explaining the new hierarchical structure 

that is easily understood by all parties involved in 

data center governance.  

  

   

Table 4. Recommendations For Assessment Using The EDM02 Domain 

EDM02 (Ensure Benefit Delivery) 

Existing Condition Value Target Recommendation 

Performance has not been 

able to fulfill because there 

are many obstacles in 

procurement caused by 

several internal factors  

1,9 4 Create and establish clear procurement standards 

and procedures that are easily understood by all 

parties involved in the procurement process. 

Establish and develop a competent, professional and 

responsible procurement team. And supervise and 

control the procurement process periodically and 

systematically. 

The campus in providing 

support related to the 

procurement of costs in the 

data center has not been 

maximized. 

2,16 4 Create and submit a clear and convincing 

procurement proposal to the campus on the impact 

of procurement costs for the data center. Build and 

maintain good and professional relationships with 

the campus (especially with stakeholders). And 

provide the value and benefits of the data center to 

the campus. 

Use of resources is still not 

adequate and efficient 

2,33 4 Identify and measure the resources used in the data 

center. Analyze and compare resource usage with 

set standards and targets. Plan and implement 

strategies to improve more adequate and efficient 

resource usage. Supervise and control resource 

usage on an ongoing basis to ensure that resource 

usage is in line with the objectives and needs of the 

data center. 
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Table 5. Recommendations For Assessment Using The EDM03 Domain 

EDM03 (Ensure Risk Optimization) 

Existing Condition Value Target Recommendation 

No specific regulations for 

overall data security 

1,16 4 Implement industry security standards such as ISO 

27001, implement data encryption, strict access 

control, ensure effective physical security and 

monitoring, and establish clear security policies.  

Many threats and risks will 

arise in information security 

aspects such as website 

security, student data 

security, and various other 

security aspects. 

2,5 4 Strengthen information security by updating 

website software, implementing encryption for 

student, lecturer, and other data, using firewalls and 

intrusion detection, and conducting regular security 

audits. 

Pustipanda has not yet 

thoroughly managed the 

threats and risks that arise 

due to lack of funds and 

costs. 

2,33 4 Identify the most important security risks and 

concentrate your efforts on them. Continue to make 

persuasive efforts to gain support and understanding 

from campus leadership regarding the importance 

of security. 

 

Table 6. Recommendations For Assessment Using The DSS05 Domain 

DSS05 (Manage Security Services) 

Existing Condition Value Target Recommendation 

Pustipanda reads logs from 

the server to identify errors 

to fix using various tools. 

3,5 4 Implement a system that can automate reading logs 

so that the system can immediately detect errors 

and provide recommendations for improvement. 

Pustipanda is still not 

comprehensive for 

managing physical and non-

physical access to the data 

center. 

2,16 4 Strengthen security by increasing security 

personnel to manage physical access, and 

strengthen discipline for all security stakeholders, 

both physical and non-physical. 

Pustipanda for security 

management using 

fingerprints, cctv, and 

various other types of 

security tools (software and 

hardware) 

4 4 Conduct regular monitoring and maintenance of 

security support assets so that these assets are 

always available. 

For data security, 

pustipanda uses a firewall to 

detect all security threats 

both internal and external. 

The firewall detects IP to 

identify security. 

3,66 4 Strengthen the firewall system and perform 

maintenance on the firewall regularly. 
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There are obstacles when 

updating, due to budget 

issues so that the update 

process is hampered. 

2 4 Coordinate well with the faculty to procure funds 

so that pustipanda can update the security system 

regularly. 

 

Pustipanda has a backup 

system when a worker is 

absent. 

3,5 4 It is important to ensure that the type of work being 

backed up matches the job desc and knowledge of 

the replacement worker. It is important not to 

assign work to a busy worker so as to burden the 

worker. 

The information stored can 

be ensured to be secure, but 

there is a bureaucracy on 

campus that can cause a 

decrease in the security of 

the information stored. 

 

2,16 4 Submit a good and clear proposal to convince the 

campus of the importance and vitality of 

information security issues. 

 

 

Table 7. Assessment Recommendation Using APO13 Domain 

APO13 (Manage Security) 

Existing Condition Value Target Recommendation 

Pustipanda does not use a 

special application, because 

the application is paid and 

Pustipanda has limited 

budget. 

1 4 Updating the latest security patches on systems and 

software. And implement a security layer approach 

using firewalls, antivirus, and other security tools. 

From pustipanda, it still 

feels lacking for the security 

system, because the budget 

given is not maximized to 

get the results towards the 

desired goal. 

Pustipanda has planned to 

improve security 

implementation but has 

always been unable to 

materialize due to 

bureaucratic issues. 

1,83 

 

 

 

 

 

 

1,83 

4 

 

 

 

 

 

 

4 

Establish partnerships with security agencies or 

organizations that can provide additional support or 

resources without significant costs. 

 

 

 

Improve communication between the security team 

and the authorities by clearly conveying the 

urgency and benefits of the security upgrade. Create 

supporting business documents or proposals to 

clarify the positive impact of security investments. 

 

 

The recommendations given are based on making each process reach capability level 4 or Predictable 

Process, where the security system can be implemented stably and consistently. In the case of this 

research, the recommendation is the importance of procuring costs by the campus related to the security 

of the pustipanda data centre so that problems such as data leaks, and websites that are often problematic 

can be resolved, considering that the pustipanda itself already has systems and regulations for security 

issues, which in its application are still inconsistent due to budget constraints. 
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DISCUSSIONS 

This research measures the level of IT process capability in data center information security at 

Pustipanda UIN Jakarta using the COBIT 5 framework and interview method. The IT processes 

evaluated in this study are EDM01 (Ensure Governance Framework Setting and Maintenance), EDM02 

(Ensure Benefits Delivery), EDM03 (Ensure Risk Optimization), DSS05 (Manage Security Service), 

and APO13 (Manage Security). These processes were chosen because they represent important aspects 

of data center information security, namely governance framework setting, benefits delivery, risk 

optimization, security service management, and security management. 

 

The results showed that the IT process is at Level 2 Managed Process, which means that the IT 

process is planned but not consistent. The results of this study are in line with several similar studies 

that have been conducted previously. For example, research conducted by Matin et al. (2018), who 

evaluated data center information security using COBIT 5 with a focus on the APO13 and DSS05 

processes. which also found weaknesses and risks in data center information security. The 

recommendations given are to increase costs, communication, coordination, standards, procedures, 

analysis, services, and technology related to data center information security in order to reach Level 4 

Predictable Process, which means that IT processes are stable and measurable. 

 

CONCLUSION 

The evaluation carried out on the security of the Data Center at Pustipanda UIN Jakarta was carried 

out using the COBIT 5 framework with the EDM, DSS, and APO domains. data collection is done by 

conducting interviews with related parties regarding regulations and existing conditions of data center 

security. Based on the evaluation results, the capability level obtained based on interviews in the 

EDM01, EDM02, EDM03, DSS05, and APO13 processes is 2.202, or if rounded, obtaining a capability 

level of Level 2 Managed Process. The recommendations given are based on making each process reach 

capability level 4 or Predictable Process, which is defined as a security system that can be implemented 

stably and consistently. In the case of this research, recommendations in the form of the importance of 

procuring costs by the campus related to the security of the pustipanda data center so that various 

problems such as data leaks, and websites that are often problematic can be resolved, considering that 

the pustipanda itself already has systems and regulations for security issues, in its application it is still 

inconsistent due to budget constraints. 
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