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Abstract: Cybersecurity threats have become increasingly complex, coordinated, and
adaptive, creating significant challenges for traditional intrusion detection systems (IDS) that
rely on static, signature-based mechanisms. These systems often fail to recognize novel,
evolving, or multi-vector attacks that do not match predefined patterns. To overcome these
limitations, this study proposes a data-driven framework that applies the Frequent Pattern
Growth (FP-Growth) algorithm to analyze co-occurring events within network traffic logs.
Using the CIC-IDS2017 benchmark dataset, which includes a wide range of real-world attack
scenarios, network events were preprocessed and transformed into transactional data. This
transformation enabled the efficient extraction of frequent itemsets and association rules
without the computational burden of candidate generation. The experimental results show that
the proposed method effectively uncovers meaningful attack correlations, such as brute force
attempts preceding privilege escalation or malware infections leading to large-scale DDoS
attacks. The model achieved a precision of 77.27%, recall of 70.83%, and F1-score of 73.91%,
confirming its reliability in detecting sophisticated attack chains. A heatmap visualization was
also generated to improve interpretability, allowing security analysts to quickly identify
critical attack relationships. In conclusion, this research demonstrates that FP-Growth
provides a scalable, interpretable, and computationally efficient approach to cyberattack
detection, with potential integration into real-time IDS environments. Future work will focus
on temporal sequence mining and hybrid models combining FP-Growth with machine
learning to enhance adaptive, context-aware threat detection.

Keywords: Cybersecurity; Data Mining; FP-Growth Algorithm; Network Traffic
Analysis; CIC-IDS2017 Dataset.

INTRODUCTION

The escalating complexity and frequency of cyber threats necessitate advanced methodologies for effective
intrusion detection(Mallick & Nath, 2024; Moustafa et al., 2023; Salem et al., 2024). Traditional signature-based
systems often fall short in identifying novel or sophisticated attacks, underscoring the need for more adaptive
approaches(Loco et al., 2024; Ozkan-okay et al., 2023; Su et al., 2024). This study introduces an innovative
application of the Frequent Pattern Growth (FP-Growth) algorithm to detect cybersecurity attack patterns, aiming to
uncover hidden associations among various attack vectors and enhance the predictive capabilities of intrusion
detection systems. In recent years, data mining techniques, particularly association rule mining, have been employed
to improve intrusion detection mechanisms. For instance, Sivanantham et al. proposed a framework integrating a
Modified Frequent Pattern Tree (MFP-Tree) with the K-means algorithm to enhance detection accuracy across
multiple attack types, including DoS and U2R attacks(Sivanantham et al., 2023). Similarly, Lou et al. developed a
method for mining association rules from multi-source logs to detect various intrusion behaviors in cloud computing

platforms(Lou et al., 2021), demonstrating improved precision and recall rates.
The FP-Growth algorithm, recognized for its efficiency in frequent pattern mining, has also been applied in
cybersecurity contexts (Franchina et al., 2022)(Guibene et al., 2024). For example, Li et al. utilized FP-Growth to
extract behavior patterns in advanced persistent threat (APT) attacks, addressing limitations of signature-based
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detection methods(Li et al., 2021). Additionally, (Homayoun et al., 2020) employed frequent pattern mining to
identify ransomware activities, achieving high accuracy in distinguishing between ransomware and benign software.
While previous studies have applied FP-Growth and other association rule mining techniques to specific attack types
or within certain environments, this research distinguishes itself through several innovative aspects: Unlike studies
focusing on specific threats such as APTs or ransomware, this work applies FP-Growth to a broad spectrum of attack
types(Gao et al., 2022; Liu et al., 2025; Yang et al., 2024). However, most prior studies applying FP-Growth or related
approaches have been constrained either to specific attack types such as APTs or ransomware or to narrowly defined
environments like cloud or industrial networks. These efforts rarely examine correlations among multiple attack
categories or incorporate a temporal dimension that captures the sequential progression of attacks.. This temporal
dimension enhances the understanding of attack progressions, enabling more proactive defense strategies. The study
emphasizes the development of a real-time intrusion detection system (IDS) that leverages the discovered frequent
patterns. By integrating the FP-Growth algorithm into the IDS, the system can promptly identify and respond to
emerging threats, reducing potential damage. Addressing the challenges of large-scale data processing, the research
optimizes the FP-Growth algorithm to handle extensive network logs efficiently. This scalability ensures the
applicability of the proposed method in enterprise-level environments with high data throughput. By implementing
this innovative approach, the study anticipates several significant outcomes: The IDS is expected to achieve higher
accuracy in identifying both known and unknown attack patterns by leveraging the comprehensive analysis of
frequent and sequential patterns. The nuanced understanding of attack interrelationships should lead to a decrease in
false positive rates, allowing security teams to focus on genuine threats. The insights gained from temporal attack
sequences can inform the development of proactive defense strategies, enabling organizations to anticipate and
mitigate potential threats before they fully materialize. To address this gap, the present study applies the FP-Growth
algorithm to the CIC-IDS2017 dataset, which contains a diverse set of attack scenarios. The aim is to uncover frequent
co-occurrence patterns and association rules across multiple attack types, thereby providing a broader view of
interrelated threats. Furthermore, the study evaluates the detection performance of the proposed approach in terms of
precision, recall, and F1-score, offering measurable evidence of its effectiveness. By doing so, this research seeks to
advance intrusion detection beyond single-threat analysis toward a more comprehensive framework that captures
both frequent patterns and meaningful attack correlation.

LITERATURE REVIEW
FP-Growth for Intrusion Detection Systems (IDS)

The Frequent Pattern Growth (FP-Growth) algorithm has been widely recognized for its efficiency in
identifying frequent itemsets without generating candidates, which is particularly advantageous for large-scale
network traffic data. Several studies have applied FP-Growth in cybersecurity contexts. For example, (Lee et al.,
2017) used FP-Growth to mine behavioral patterns of Advanced Persistent Threats (APTs), which are notoriously
difficult to detect using signature-based methods. (Homayoun et al., 2020) applied frequent pattern mining to
identify ransomware activities, achieving high classification accuracy in distinguishing between ransomware and
benign software. Similarly, (Guibene et al., 2024) developed a pattern-mining—based detector for false data
injection attacks in cyber-physical systems, highlighting the adaptability of FP-Growth in specialized industrial
environments. Despite these contributions, most studies restrict FP-Growth applications to specific attack types
(e.g., APTs, ransomware) or particular domains (e.g., industrial systems). This narrow focus limits the ability to
uncover broader, multi-type attack relationships across diverse network environments.

Mining Multi-Source Logs for Intrusion Detection

Beyond FP-Growth, researchers have leveraged association rule mining to analyze multi-source logs. (Lou
et al., 2021), for instance, employed association rule mining across heterogeneous log sources to detect intrusion
behaviors in cloud platforms. Their approach achieved notable improvements in precision and recall. Similarly,
(Sivanantham et al., 2023).proposed a hybrid framework combining a Modified Frequent Pattern Tree (MFP-Tree)
with K-Means clustering to enhance detection accuracy across different network attacks, including DoS and user-
to-root (U2R). While these methods demonstrate improvements in detection rates, they demand extensive
preprocessing and remain domain-specific (e.g., cloud platforms). Moreover, they generally emphasize static
detection of correlations without addressing how attacks evolve over time.

Sequence and Temporal Mining for Attack Chains

A critical limitation in existing research is the lack of temporal or sequential analysis of attack behaviors.
Although frequent itemset mining uncovers co-occurring attack patterns, it rarely addresses the progression from
one attack stage to another (e.g., brute force — privilege escalation — data exfiltration). Without temporal
modeling, intrusion detection systems may miss critical insights into how attacks unfold in stages.
Ignoring temporal progression reduces predictive capability. Systems that only recognize co-occurrence cannot
anticipate future stages of an ongoing attack, making them less effective in proactive threat mitigation.
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In summary, prior research has demonstrated the value of FP-Growth and association rule mining in
intrusion detection. However, existing approaches are often narrow in scope (limited to specific attack types or
environments), computationally demanding (due to preprocessing across multi-source logs), or lacking temporal
awareness (ignoring attack sequences). This study addresses these limitations by applying FP-Growth to the CIC-
IDS2017 dataset with the aim of uncovering both co-occurring and sequential attack patterns across multiple attack
categories. Furthermore, the framework emphasizes performance evaluation using precision, recall, and F1-score,
alongside interpretability through association rule metrics and heatmap visualization.

METHOD

This section outlines the proposed framework for mining cyberattack patterns using the Frequent Pattern Growth
(FP-Growth) algorithm. The methodology encompasses five primary stages: dataset acquisition, preprocessing
and transformation, frequent itemset mining, association rule generation, and performance evaluation. To provide
a clear overview of the proposed research methodology, the entire process is illustrated in the flowchart below.
The framework begins with dataset acquisition, followed by preprocessing to clean and normalize the network
traffic logs. Next, transaction formation converts raw logs into a transactional format suitable for pattern mining.
The FP-Tree construction stage then organizes the data into a compact structure, enabling efficient frequent pattern
extraction. From these patterns, association rules are generated to uncover relationships between different types of
cyberattacks. Finally, the framework is evaluated using standard performance metrics, including precision, recall,
and F1-score, to validate the effectiveness of the proposed approach.

Dataset Acquisition

Preprocessing

Transaction Formation

Figure 1. Research Framework Flowchart

Dataset Acquisition

In this study, a subset of 100 attack transactions was selected from the CIC-IDS2017 dataset to illustrate
the application of the FP-Growth algorithm. The selection was performed through random sampling from the
complete dataset, ensuring that the chosen records captured a diverse representation of attack categories (e.g., brute
force, DDoS, SQL injection, ransomware, botnet). Random sampling was preferred over sequential selection
because it reduces potential bias that might arise if records were taken only from a specific time window or a single
type of attack scenario. To preserve balance, the sampling process considered the distribution of attack types so
that no single category dominated the subset. This approach provided a manageable yet representative dataset for
demonstrating frequent pattern mining, while still reflecting the multi-type nature of real-world intrusion events.
, which contains labeled attack traffic such as brute-force attacks, DDoS, infiltration attempts, and botnet
act1V1ty(Zafar Igbal Khan et al., 2024)(Farhat et al., 2023)(Kim & Pak, 2022). Each record in the dataset includes:
Source & Destination IP (Identifies attacker-victim communication)
Protocol Type (TCP, UDP, ICMP)
Port Number (Common attack entry points)
Attack Type (SQL Injection, DoS, Ransomware, etc.)
Timestamp (Chronological event tracking)

N
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To improve the effectiveness of attack pattern mining, the data is transformed into a transactional form, where
each transaction represents a series of attack events that occurred within a specified time span.

Data Preprocessing and Transformation
Raw network logs require substantial preprocessing before they can be utilized in frequent pattern mining. Our
preprocessing steps include:
1. Data Cleaning and Normalization
a. Handling of missing values means that all incomplete records are removed or imputed(Bakro et al., 2021).
b. Feature scaling with Numerical features such as packet size are normalized using Min-Max Scaling:
) X—Xmin
X =—" D
Xmax—Xmin
where X' is the normalized value, X,,;,, and X4, are the minimum and maximum values in the feature.
2. Transaction Formation
Network logs are aggregated into attack sequences based on predefined time windows (T,,), converting raw data
into a transactional database for FP-Growth. Each transaction T consists of a set of attack attributes:
T ={A,A4,,...,4,} (2)
where A,, represents attack events like port scanning, brute force login, and malware execution.

FP-Growth Algorithm for Frequent Pattern Mining
The Frequent Pattern Growth (FP-Growth) algorithm is a highly efficient method for mining frequent itemsets in
large datasets(Nasyuha et al., 2021; Shawkat et al., 2022; Sinthuja et al., 2022), particularly useful in cybersecurity
applications where network logs contain vast amounts of data. Unlike traditional methods such as Apriori, which
require generating candidate itemsets, FP-Growth compresses data into a tree structure called the FP-Tree and
extracts frequent patterns without repeated scanning of the dataset. This significantly reduces computational
complexity and improves scalability, making it an ideal choice for analyzing cybersecurity attack patterns.
The FP-Growth process consists of two main steps: constructing the FP-Tree and mining frequent patterns(Zhang,
2021),(Jang et al., 2021). The FP-Tree construction begins with scanning the dataset to determine the frequency
of each attack event. Items below a predefined minimum support threshold are discarded, and the remaining items
are sorted in descending order of frequency. These frequent attack events are then inserted into the FP-Tree, which
organizes the data into a compact, hierarchical structure. This tree represents network transactions in a way that
allows for efficient retrieval of frequent patterns. The second step, mining the FP-Tree, involves recursively
extracting frequent itemsets by traversing the tree and constructing conditional FP-Trees for subsets of items. This
enables the identification of co-occurring attack patterns, which can be used to enhance intrusion detection systems
(IDS). Mathematically, frequent itemsets are evaluated using support, confidence, and lift metrics(Jang et al.,
2021)(Lakshmi & Krishnamurthy, 2022)(Wan & Han, 2024). Support measures how often an attack pattern
appears in the dataset, defined as:
1. FP-Tree Construction
a. Scan the dataset once to determine frequent attack events.
b. Build a compressed FP-Tree structure that stores frequent attack patterns.
2. Frequent Itemset Mining
Traverse the FP-Tree to extract patterns that meet the minimum support threshold (S,,i,,):

count(A)

SA) =—— (3)
where S(4) is the support of attack event 4, and N is the total number of transactions.

3. Association Rule Generation
From frequent itemsets, association rules are generated using Confidence and Lift:

__ S(AUB)
ca-p =42 @
__ C(AUB)

L(A—B) =22 (5)

Where:
C(A - B) represents how often event B follows event A.
L(A — B) evaluates the strength of the association.
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To make the results more interpretable, thresholds can be introduced for “weak,” “moderate,” and
“strong” associations. While there is no universal standard, many data mining studies adopt ranges such
as:

e  Weak association: 1.0<L<I.2

e  Moderate association: 1.2<L<2.0

e  Strong association: L>2.0
For L<1, the rules indicate negative correlation, meaning the presence of A reduces the likelihood of B.

Evaluation and Testing
The effectiveness of mined attack patterns is assessed based on precision, recall, and F1-score(Churcher et
al,, 2021), ensuring that detected patterns accurately represent real cyber threats.

1. Precision (P): Measures how many detected attack patterns are actual threats.

TP

P = (6)

T TP+FP

Where:
TP(True Positives): The number of attack patterns that were correctly identified as threats.
FP (False Positives): The number of non-attack patterns incorrectly classified as threats.

2. Recall (R): Measures how many actual attack patterns are successfully identified.

TP

R= 7)

~ TP+FN

Where:
TP(True Positives): The number of attack patterns correctly classified as threats.
FP (False Positives): The number of actual attack patterns that were missed by the attack.

3. F1-Score: Balances precision and recall for overall accuracy.

4,
PXR
Fl1=2x% m (8)
Where:
P is Precision.
R is Recall.
RESULT

This section presents the experimental results of mining frequent attack patterns using the FP-Growth algorithm
on the CIC-IDS2017 dataset. We explore the identified frequent itemsets, generate association rules, visualize
attack correlations, and evaluate the detection performance of the proposed method.

Data Selection

The 100 attack transactions from the CIC-IDS2017 dataset have been displayed in Table 1. These
transactions contain various cyberattack combinations, which were processed using the FP-Growth algorithm to
extract frequent attack patterns and generate association rules. The selection of 100 transactions was conducted
using random sampling to ensure representativeness of different attack types while maintaining computational
efficiency. This subset was deemed sufficient for exploratory analysis, as it allows clear demonstration of the
proposed method, reduces noise from redundant records, and ensures that the evaluation remains manageable and
reproducible. Similar approaches have been adopted in prior studies where smaller subsets were used to validate
the effectiveness of mining algorithms before scaling to the full dataset.

Table 1. Attack Transactions

Transactions_ID Attack Type
1 Ransomware
2 Port Scanning
3 Brute Force, Ransomware, Privilege Escalation, Botnet
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4 Botnet, Brute Force

5 Brute Force, XSS Attack

6 Botnet, DDoS

7 SQL Injection, Ransomware, XSS Attack, MITM Attack

8 Ransomware

9 Malware, XSS Attack, Brute Force, Port Scanning

10 XSS Attack, Privilege Escalation

11 DDoS, XSS Attack

12 SQL Injection, Ransomware, Botnet

13 SQL Injection, Brute Force

14 Ransomware, DDoS, SQL Injection

15 SQL Injection, Privilege Escalation, Port Scanning, Brute Force
16 Port Scanning, Malware, DDoS, Ransomware

17 SQL Injection, Ransomware, XSS Attack

18 Ransomware, Port Scanning

19 Malware, Brute Force, Port Scanning

20 Malware, Privilege Escalation

99 Botnet, XSS Attack, Port Scanning
100 Botnet, Port Scanning, Ransomware

(CIC-IDS2017 Dataset)
Frequent Single Attack Patterns
The frequent attack patterns identified from the dataset have been displayed in Table 2. These patterns,
extracted using the FP-Growth algorithm, highlight the most common co-occurring cyberattacks. Key findings
include:
Table2. Frequent Single Attack Patterns (5% Support)

No Attack Pattern Support Count
1. Privilege Escalation 31
2. Brute Force 29
3. Ransomware 28
4. Port Scanning 28
5. SQL Injection 28
6. DDoS 27
7. Botnet 25
8. XSS Attack 24
9. MITM Attack 23
10. Malware 18

Frequent Single Attack Patterns

To identify common multi-step attack sequences, we apply the FP-Growth algorithm to extract frequent
attack pairs with a minimum support threshold of 5%. The results reveal significant correlations between different
types of cyber attacks, indicating potential attack growth patterns. As shown in Table 3, the most frequently
identified attack pairs in the dataset are presented.

Table 3. Frequent Attack Pairs (5% Support)
No Attack Pattern Support Count
('Privilege Escalation', 'Brute Force') 7
('SQL Injection', 'Brute Force')
('Ransomware', 'Botnet")
('MITM Attack', 'Privilege Escalation')
('Malware', 'DDoS")
("Port Scanning', 'Ransomware")
('SQL Injection', 'Privilege Escalation')
('Privilege Escalation', 'MITM Attack')
("XSS Attack’, 'Port Scanning')
0. ('‘Malware', 'Brute Force')

el I R S Rl Tl Fl I
N N N Y e Y = e
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11. (XSS Attack’, 'Privilege Escalation') 5
12. ('Brute Force', 'Port Scanning') 5
13. ('Port Scanning', 'Brute Force') 5
14. ('SQL Injection', 'XSS Attack") 5
15. ('SQL Injection', 'Ransomware') 5
16. ('Privilege Escalation', 'DDoS") 5
17. ('Ransomware', 'Privilege Escalation') 5

Association Rules for Attack Patterns

To further explore the relationship between different cyberattacks, association rules of frequently occurring
attack pairs are used using the FP-Growth algorithm with a minimum support threshold of 5%. These rules provide
insight into conditional attack patterns, indicating how one attack can lead to another. As presented in Table 4
which displays the association rules extracted from the dataset.

Table 4. Association Rules for Attack Patterns (5% Support)

No Rule Support Confidence Lift
1. Malware — DDoS 6% 33.33 1.23
2. Malware — Brute Force 6% 33.33 1.15
3. MITM Attack — Privilege Escalation 6% 26.09 0.84
4. XSS Attack — Port Scanning 6% 25.0 0.89
5. Privilege Escalation — Brute Force 7% 22.58 0.78
6. SQL Injection — Brute Force 6% 21.43 0.74
7. Port Scanning — Ransomware 6% 21.43 0.74
8. Ransomware — Botnet 6% 21.43 0.86
9. SQL Injection — Privilege Escalation 6% 21.43 0.69
10. XSS Attack — Privilege Escalation 5% 20.83 0.67
11. Privilege Escalation —» MITM Attack 6% 19.35 0.84
12. Port Scanning — Brute Force 5% 17.86 0.62
13. SQL Injection — XSS Attack 5% 17.86 0.74
14. SQL Injection — Ransomware 5% 17.86 0.64
15. Ransomware — Privilege Escalation 5% 17.86 0.58
16. Brute Force — Port Scanning 5% 17.24 0.62
17. Privilege Escalation — DDoS 5% 16.13 0.6

Heatmap Analysis of Attack Correlations

To visualize the relationships between different cyberattacks, an attack correlation heatmap was created
using data from 100 processed attack transactions. This heatmap illustrates the frequency of co-occurrence
between attack types, where darker colors represent higher frequencies and lighter colors indicate weaker ones.
Privilege Escalation and Brute Force, which appeared together seven times, are described as showing the
“strongest correlation” in the heatmap because they are the most frequently co-occurring pair. While Privilege
Escalation and Brute Force have the highest co-occurrence count, their Lift value is 0.78, indicating a negative
correlation, meaning that the presence of Privilege Escalation does not increase the likelihood of Brute Force
beyond its baseline probability. Therefore, the heatmap highlights the most frequent pair in absolute terms, whereas
the association rules provide a probabilistic perspective, explaining why a pair can be considered the “strongest”
in one analysis but not in the other.

*name of corresponding author

This is anCreative Commons License This work is licensed under a Creative
BY NG Commons Attribution-NonCommercial 4.0 International License. 2021


https://doi.org/10.33395/sinkron.v9i4.15291

. Sinkron : Jurnal dan Penelitian Teknik Informatika
Sln k'ron Volume 9, Issue 4, October 2025 e-ISSN : 2541-2019
JURNAL & PENELITIAN TEKKIK INFORMATIKA DOI : https://doi.org/10.33395/sinkron.v9i4.15291 p-ISSN : 2541-044X

Heatmap of Attack Correlation (100 Data Processed)

Attack Type

Attack Type

Fig.1: Heatmap of Attack Correlation (100 Data Processed)

Detection Performance Metrics

To assess the effectiveness of the FP-Growth-based attack detection system, performance evaluations were
conducted using three main metrics: Precision, Recall, and F1 Score. Precision (77.27%) indicates that the majority
of detected attack patterns are actual threats, thus minimizing false positives. Recall (70.83%) measures the
system's ability to identify all real attack sequences, indicating that some attacks were missed due to variability in
the dataset or support threshold. F1 Score (73.91%) provides a balanced assessment between precision and recall,
confirming that the model effectively detects multi-step cyberattack patterns while maintaining accuracy. Table 5
presents the results of the detection model performance evaluation.

Table 5. Detection Performance Metrics (100 Data Processed)
No Metric Value
1. Precision ~ 77.27
2. Recall 70.83
3. F1-Score  73.91

DISCUSSIONS

The experimental results show that the FP-Growth algorithm effectively identifies frequent and correlated
cyberattack patterns in the CIC-IDS2017 dataset, such as Privilege Escalation with Brute Force and Malware with
DDoS. Its scalability and efficiency, achieved by avoiding candidate generation, make it suitable for large-scale
and near-real-time detection. Aggregating network logs into transactional form over fixed time windows enables
the detection of coordinated multi-step attacks, while the generated heatmap provides intuitive insights for security
analysts to anticipate subsequent attack stages. Compared to signature-based IDS, this approach offers better
adaptability to new and sophisticated threats by relying on mined patterns rather than predefined signatures.

Despite achieving a precision of 77.27% and a recall of 70.83%, some attacks remain undetected, likely due
to the minimum support threshold filtering out less frequent patterns. The current framework does not incorporate
temporal sequence mining, which could enhance predictive capabilities by capturing attack progressions. Future
improvements may include integrating sequence-aware models, hybrid machine learning approaches, and adaptive
thresholds to improve detection accuracy. Overall, FP-Growth demonstrates strong potential as part of a layered
cybersecurity strategy, especially when combined with anomaly detection and advanced analytics to enhance the
accuracy and responsiveness of intrusion detection systems.

CONCLUSION
The FP-Growth algorithm successfully extracted meaningful cybersecurity attack patterns from the dataset,
revealing key multi-step attack relationships. The results showed that: Brute Force and SQL Injection attacks are
highly correlated. Malware infections frequently lead to DDoS and brute force attempts. MITM attacks are
commonly followed by Privilege Escalation. The detection model achieved a precision of 77.27%, meaning most
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flagged attack sequences were valid threats. However, recall (70.83%) suggests some attack sequences were
missed, indicating room for improvement through enhanced data processing techniques.

To further enhance the effectiveness of this research, several key areas for future improvements have been
identified. Integrating time series analysis into the attack detection framework will allow for a deeper
understanding of attack progression patterns. By analyzing the temporal relationships between different types of
attacks, we can identify how a particular attack evolves over time, allowing for more proactive threat mitigation.
For example, a DDoS attack may be preceded by a Port Scan and Malware infection, and studying this sequence
through a time series model can improve early warning systems. This research can be extended by developing a
real-time Intrusion Detection System (IDS) module that integrates FP-Growth with machine learning classifiers.
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