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Abstract: The rapid advancement of artificial intelligence (AI) in the field of image
generation has raised new challenges for digital content authentication and validity.
Al-generated images are often indistinguishable from real photographs, creating
potential risks of misuse in disinformation, visual manipulation, and copyright
infringement. This study proposes the integration of an invisible watermarking
method based on a hybrid of Discrete Wavelet Transform (DWT) and Singular Value
Decomposition (SVD) directly into the Al-image generation pipeline. The system is
developed end-to-end with three main components: a Translator API to support
Indonesian text inputs, an Al-image generator to create images from descriptive text,
and a watermarking module to embed and extract hidden watermarks automatically.
Experimental results confirm that the visual quality of watermarked images was
preserved, with PSNR values consistently above 35 dB and SSIM > 0.95, indicating
that the watermark is imperceptible to human vision. Watermark extraction
evaluation achieved a position accuracy of 59.43% after normalization and a
subsequence accuracy of 80.20%, demonstrating reliable recognition of the
embedded watermark sequence. Robustness tests under common manipulations such
as JPEG compression, rotation, cropping, and noise addition showed that the
watermark remained detectable, although accuracy decreased under extreme
cropping. These findings demonstrate that the hybrid DWT-SVD method is effective
for ensuring the authenticity of Al-generated content without compromising visual
quality, while offering novelty through its integration into the generative pipeline
and its support for local language inputs.
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INTRODUCTION

The rapid advancement of Artificial Intelligence (AI) over the past decade has significantly accelerated the
development of generative models capable of producing highly realistic visual content. Among these innovations,
text-to-image generative Al models have emerged as a powerful technology that enables systems to generate
images directly from textual descriptions provided by users (Ramesh et al., 2021). By transforming natural
language prompts into visual outputs, these models expand the possibilities of automated content creation across
various domains, including the creative industry, digital marketing, education, and multimedia production (Liao
et al., 2025); (Faustyna, 2025). Consequently, text-to-image systems have become important tools for accelerating
visual content generation and supporting new forms of human—Al interaction.

Despite these advantages, the rapid growth of generative Al raises significant concerns regarding the security,
authenticity, and integrity of digital content. Modern generative models can produce images that closely resemble
real photographs, making it increasingly difficult to distinguish between authentic images and Al-generated ones
(Nightingale & Farid, 2022). This capability introduces the risk of misuse, including the spread of visual
misinformation, media manipulation, identity forgery, and violations of intellectual property rights. As generative
Al becomes more widely adopted, ensuring the reliability and traceability of digital content has become a critical
challenge (Grof3e & Sundberg, 2025; Jayaram et al., 2024). Therefore, effective technical mechanisms are required
to guarantee the authenticity and integrity of images generated by Al systems.
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One widely used solution to address these issues is digital watermarking, a technique that embeds specific
information into digital media for purposes such as identification, authentication, or copyright protection. In image
processing applications, invisible watermarking is particularly important because it allows watermark information
to be embedded without significantly degrading image quality. Through this approach, watermark data remain
imperceptible to users while still being retrievable for verifying ownership, origin, or authenticity (Abrar & Sheikh,
2024; Baskar et al., 2024).

Numerous watermarking techniques have been proposed to improve robustness and imperceptibility, two key
performance indicators in watermarking systems. Deep learning—based approaches, particularly those utilizing
Convolutional Neural Networks (CNNs), have shown promising results in improving resistance to image
manipulation attacks. Other methods rely on classical signal processing techniques such as Discrete Wavelet
Transform (DWT), which can increase watermark embedding capacity while preserving image quality (Xiang et
al., 2024; Xu & Mao, 2024). Another widely used technique is Singular Value Decomposition (SVD), which offers
strong mathematical stability and enables watermark information to remain intact even when the host image
undergoes transformations or distortions. Recent research indicates that hybrid methods combining DWT and SVD
can effectively balance robustness and imperceptibility, resulting in more reliable watermarking performance
(Varghese et al., 2022).

However, watermarking techniques face new challenges in the context of generative AI. Modern generative
models, particularly diffusion-based models, may modify or remove conventional watermarks during image
editing or regeneration processes. In addition, existing watermarking approaches still exhibit limitations when
confronted with advanced image manipulation or adversarial editing techniques. These challenges highlight the
need for watermarking methods specifically designed to address the characteristics of Al-generated images (Hur
et al., 2024).

Despite the progress in this area, several limitations remain in current research. First, many watermarking
methods are primarily evaluated using natural or medical images, which may not fully represent the structural
characteristics of synthetic images produced by generative models. Second, in many existing systems, image
generation and watermark embedding are performed as separate processes. This separation may introduce
vulnerabilities during the distribution stage, where images could be manipulated before watermark information is
embedded. Furthermore, most text-to-image systems rely primarily on English-language prompts, which may limit
accessibility for users who are not proficient in English (Annadurai et al., 2023; Mareen et al., 2024)

To address these challenges, this study proposes the development of an Al image generator integrated with an
invisible watermarking mechanism within a single end-to-end pipeline. The proposed system combines a text-to-
image generative Al model with a hybrid watermarking algorithm based on Discrete Wavelet Transform (DWT)
and Singular Value Decomposition (SVD). This hybrid approach provides strong robustness against common
image manipulation operations such as lossy compression, noise addition, and geometric transformations. In
addition, the system integrates a language translation Application Programming Interface (API) that enables users
to submit prompts in Indonesian, which are automatically translated into English before being processed by the
generative model (Fang et al., 2024; Lei et al., 2025).

Unlike previous approaches, the proposed system integrates the image generation and watermark embedding
processes within a unified framework, allowing watermark information to be embedded automatically at the
moment the image is generated. This integration is expected to reduce the risk of image manipulation during
distribution and improve the overall security of Al-generated digital content.

Based on this background, this study aims to design and implement an Al image generator integrated with an
automatic invisible watermark embedding mechanism, evaluate the performance of the hybrid DWT-SVD
watermarking algorithm in protecting Al-generated images, and develop a validation module for verifying the
authenticity and integrity of digital content.

LITERATURE REVIEW
Generative Al and Text-to-Image Generation

Generative Al is a branch of artificial intelligence focused on the ability of systems to produce new data that
resembles original data, such as text, images, audio, and video. In the field of image processing, text-to-image
generation technology allows users to create images solely through textual descriptions. These models are
generally built using deep learning techniques such as diffusion models or generative adversarial networks (GANs)
(Wang et al., 2024).

The utilization of this technology is expanding across various fields, including architectural design, creative
industries, education, and concept visualization(Lopez-Borrull & Lopezosa, 2025). However, the ability to
generate highly realistic images also carries risks of misuse, such as visual manipulation, the spread of
disinformation, and copyright infringement. Therefore, technical mechanisms are required to verify the
authenticity and source of images generated by Al systems (Liu et al., 2026).
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Digital Image Watermarking
Digital watermarking is a technique for embedding hidden information into digital media such as images,
audio, or video to maintain authenticity, ownership, and data integrity (Rai & Kesarwani, 2025). The embedded
information can take the form of creator identity, authentication codes, or ownership marks that can be extracted
during the verification stage.
Digital image watermarking is generally divided into visible and invisible watermarks:
1. Visible Watermarks: Display marks directly on the image, making them easily recognizable, though they
may degrade visual quality.
2. Invisible Watermarks: Embed information discretely so it remains imperceptible to the human eye but
can still be detected digitally (Hosny et al., 2024).
Because it does not interfere with image aesthetics, the invisible technique is widely used for copyright
protection and digital content authentication. A robust watermarking system must satisfy three primary
characteristics: imperceptibility, robustness, and capacity (Hatami et al., 2023).

Watermarking Based on DWT and SVD

Image watermarking methods can be implemented in either the spatial domain or the transform domain. The
transform domain approach is generally more robust because the watermark is embedded within the image's
frequency domain (Begum & Uddin, 2020; Rai & Kesarwani, 2025).

1. Discrete Wavelet Transform (DWT): A transformation technique that decomposes an image into several
frequency sub-bands, allowing watermark insertion into specific areas that are more resistant to
manipulations like compression and noise.

2. Singular Value Decomposition (SVD): A matrix decomposition method that produces singular values
which are relatively stable against minor changes in the image (Wadhera et al., 2021).

The combination of these two methods in a hybrid DWT—SVD form has been proven to enhance watermarking
performance. This approach leverages DWT’s capability in frequency analysis and the stability of singular values
in SVD, resulting in a watermark that is more robust against various manipulations such as compression, rotation,
and noise addition (Bhardwaj & Singh, 2024).

Watermarking in Generative Al

As generative Al technology advances, watermarking research has begun to focus on images produced by
generative models. Watermarks can serve as a provenance verification mechanism to track an image's origin and
ensure its authenticity (Fernandez et al., 2023).

There are generally two main approaches:

1. Post-processing: Embedding the watermark after the image has been generated. While easy to implement,
it is vulnerable to watermark removal.

2. Generative Pipeline Integration: Integrating the watermark directly into the generation process. This is
considered more secure as the watermark is embedded from the start (Hamed et al., 2024).

Recent developments also highlight new challenges, such as Al-based editing techniques (e.g., diffusion
editing) that can modify images without damaging their visual appearance. This necessitates the development of
more robust watermarking methods to maintain the ability to detect the authenticity of digital content generated
by Al systems.

METHOD
Research Phases

The design of this study is conducted through a planned and systematic approach to ensure that each phase is
executed optimally. The research steps are designed sequentially to complement one another in achieving the
predetermined objectives.

In general, the workflow of this research consists of five main stages, starting from literature study and
requirements analysis, followed by system architecture design, system implementation, testing and performance
evaluation, as well as results analysis and research documentation. Each stage is interconnected, meaning the
success of a subsequent phase is highly dependent on the outcomes of the preceding one.

Each stage is interconnected; thus, the success of a subsequent phase is highly dependent on the outcomes of
the preceding one. To provide a comprehensive overview of the research workflow, Figure 1 presents a diagram
of the research phases from the initial to the final stage.
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Fig. 1 Research Phases

Literature Study and Requirements Analysis
The initial phase of the research is conducted by performing an in-depth literature review concerning Al-image
generation technology, digital watermarking methods (specifically the hybrid Discrete Wavelet Transform and
Singular Value Decomposition), and current research trends relevant to the topic. Based on the literature study,
the research requirements are established to address existing gaps. The requirements for this research system
encompass three main aspects:
a. Functional Requirements
1. The system must be capable of accepting input in Indonesian.
2. The system must be able to translate the input into English to ensure compatibility with pre-trained Al-
image generator models.
3. The system must include a DWT-SVD module.
4. The system must feature a validation module to extract the watermark from the images generated by the
Al-image generator.
b. Non-Functional Requirements
1. Image quality must not be compromised by the watermark embedding process.
2. The watermark must be robust against digital manipulations, including JPEG compression, rotation,
cropping, and noise addition.
3. The validation process must be able to recognize the watermark with a subsequence accuracy rate of 2
80%.
c. Technical Requirements
1. Implementation is carried out using Python, utilizing deep learning and image processing libraries.
2. Due to limited hardware capacity, initial experiments will use images with a resolution of 128 x 128
pixels.
3. The dataset consists of 50 Al-generated images across various categories (animals, transportation,
objects, art, landscapes, and technology).
By fulfilling these requirements, the developed system is expected not only to embed and extract watermarks
effectively but also to support local usability through Indonesian language input. This ensures that the research
provides both a scientific contribution and broader practical value.

Architectural Design
The system architecture is designed to be modular and end-to-end to ensure all components work seamlessly
from text input to image authenticity verification. The system is composed of three main modules:
1. Pre-trained model-based Al-image generator to create images from text descriptions.
2. Translator API to convert Indonesian input into English.
3. Hybrid DWT-SVD-based Watermarking & Validation for the embedding and extraction of invisible
watermarks.

This module separation scheme is formulated from the design stage to ensure that functional integration is
easily tested and developed incrementally.

The system's data flow is as follows: The user enters a description in Indonesian; this text is automatically
translated by the Translator API to align with the generative model's vocabulary; subsequently, the model generates
a 128%128 resolution image according to the description. The Al-generated image then directly enters the
watermark module for the embed—extract process within the research pipeline. Specifically for the decoding
process, the image will be resized to 256x256 (with normalization) to meet the input specifications of the decoder
model.
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Fig. 2 Al Image Generation and Watermarking Process

The Watermarking & Validation module consists of two complementary paths: embedding (in the frequency
domain via DWT-SVD) and extraction (for verification). To ensure more reliable extraction, the watermark
decoder is designed to receive two input sources:

1. 256%256 images (resized from 128x128 with normalization).
2. Additional features (numerical vectors from DWT-SVD extraction or embedding metadata).

This multi-branch design integrates spatial context (from the image) and frequency-domain structural signals
(from the features) to enhance the robustness of watermark detection against compression, rescaling, and noise.
The decoder's output specification is designed as a fixed-length sequence of watermark tokens (e.g., seq_len =10).
Labels are structured as integer matrices and trained using sparse categorical cross-entropy per timestep,
incorporating a masking scheme at padding positions. The determination of input/output tensor shapes, labeling
strategies, and loss functions ensures a measurable training process that remains compatible with the verification
workflow.

To align the design with system performance indicators, the architecture is established to maintain visual
quality (PSNR > 35 dB, SSIM > 0,95), ensure that integrated modules function as a cohesive unit, and enable
reliable watermark extraction after common manipulations (compression, rotation, cropping). These benchmarks
serve as both design guardrails and acceptance criteria during testing.
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Fig. 3 Watermarking Validation Process

RESULT

Model Training Result

The training process was conducted for 100 epochs with a learning rate of 0.0001. The loss value decreased
significantly within the first 15 epochs, dropping from approximately 4.24 and stabilizing in the range of 0.35—
0.45 after the 20th epoch. Training accuracy increased sharply from 2% at the beginning of the process to over
85% by the end, while validation accuracy rose more gradually but consistently, reaching approximately 60%.
This phenomenon indicates a generalization gap, although no signs of severe overfitting were observed.

To evaluate the model's performance during training, the progression of loss and accuracy was recorded at
selected epochs. The summary of these results is presented in Table 1 below.

Table 1. Training Log Results (Selected Epochs)

Epoch Training Loss Validation Loss Training Accuracy Validation Accuracy
0 4,2455 4,0267 0,0216 0,0086
1 4,0959 3,6773 0,0858 0,3862
20 0,4200 1,0500 75,2 48,3
50 0,3800 0,9500 82,7 55,1
80 0,3700 0,9400 85,4 58,0
100 0,3600 0,9200 87,9 59,8
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Table 1 shows that the training loss decreases significantly from the start, while the validation loss stabilizes
more slowly. The accuracy trend shows consistent improvement, confirming that the model successfully learns
the patterns despite a slight generalization gap. Visualizing the loss curves for both training and validation data
can provide a better understanding of the model's convergence.

Loss per Epoch

W44 — Traming Loss
1 Vahdatan Loss

Epoch
Fig. 4 Training and Validation Loss Graphs

Figure 4 illustrates a sharp decline during the first 15 epochs, followed by stabilization near the minimum value.
The gap between training and validation loss remains relatively constant, indicating that the model is sufficiently
stable without significant overfitting. In addition to the loss metrics, the progression of accuracy per epoch is
depicted in Figure 5 below.

Accuracy per Epoch

20 a0 80 10(

Epoct

Fig. 5 Accuracy per Epoch Graph

Figure 5 demonstrates an increase in training accuracy to over 85%, while validation accuracy reaches
approximately 60%. This pattern confirms a consistent improvement in the model's performance throughout the
training process.

Model Testing Results

The testing was conducted on a test dataset that was not utilized during the training process. The analysis
indicates that the model is capable of recognizing most watermark tokens effectively; however, accuracy varies
across different characters. Alphabetic characters exhibit a relatively more stable success rate, whereas numeric
characters tend to encounter misclassification more frequently.

This distribution suggests that certain characters, such as 'D', 'T', and 'W', can be predicted with high accuracy,
while digits such as '3','5', or '8' show lower accuracy levels. Potential contributing factors include the limited
variation of the dataset within numeric classes and visual similarities between certain characters. Consequently,
developing a more balanced dataset across all classes is expected to enhance the model's performance in numeric
token prediction
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Fig. 6 Per-Character Prediction Distribution

Confusion Matrix Evaluation

A confusion matrix is employed to provide a detailed understanding of classification errors in watermark
prediction. This matrix presents a comparison between the ground truth labels and the model's predicted outcomes
at the character level. The evaluation results indicate that the majority of predictions are positioned along the main
diagonal, signifying that most characters are correctly identified. However, misclassifications persist among
characters with similar visual shapes; for instance, '0' is frequently confused with 'O', and certain digits such as 'l
and '7' are prone to being misidentified. This pattern is consistent with the per-character prediction distribution
results (Subsection 3.2), where numeric characters exhibit lower accuracy compared to alphabetic ones.
The analysis of the confusion matrix is crucial for identifying the most problematic classes. Based on these
findings, increasing the volume of training data for numeric characters and implementing data augmentation
techniques such as slight rotation or distortion—could serve as strategies to reduce misclassification rates in future
research.

Table 2. Summary of Eval Logs Results
Index  Ground Truth Predicted Match

TRUE
TRUE
WID0003 WID000 FALSE
TRUE
TRUE
TRUE
WID0006 WID0000 FALSE
TRUE
TRUE
WID0005 WIDO0000 FALSE

O 0 N &N W B~ W DN = O

Fig. 7 Confusion Matrix for Watermark Token Prediction
Evaluation of Extraction Accuracy
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In addition to evaluating the model’s performance at the character level, tests were conducted to assess the
overall watermark extraction accuracy. Three primary metrics were employed: position accuracy (token position
accuracy), normalized position accuracy (position accuracy after normalization), and subsequence accuracy
(accuracy of token sequence fragments).

The test results indicate that the raw position accuracy is approximately 54.23%, which increases to 59.43%
after normalization. Meanwhile, the subsequence accuracy achieved the highest value at 80.20%. This suggests
that although some tokens are mispredicted at specific positions, the system remains capable of recognizing
watermark sequence fragments with a relatively high success rate.

Furthermore, the robustness of the watermark was tested against several digital manipulation scenarios,
including JPEG compression, cropping, and noise addition. The results show that the watermark can still be
extracted with high accuracy under most conditions, although accuracy declines when the image undergoes
extreme cropping. These findings confirm that the integration of the hybrid DWT-SVD method is sufficiently
robust to preserve watermarks in Al-generated images, even after experiencing distortion.

Table 3. Watermark Extraction Accuracy Results

Acc Acc
Ground Acc pos acc Acc Ace subse subse
Index Predicted _Acol__Becol POS cubseq B subseq A pos pseq - subseq
Truth . . BinA AinB
inAraw inBraw norm
norm norm
0 WID0001  1ID0001??? Ground Truth Predicted 60 60 85,71 85,71 85,71 85,71
1 WID0005 WID000? Ground Truth Predicted 85,71 85,71 85,71 85,71 100 85,71
2 WID0006 WID0000 Ground Truth Predicted 85,71 85,71 85,71 85,71 85,71 85,71
3 WIDO0010 Ground Truth Predicted 0 0 0 0 0 0
4 WID0008 WID0000???  Ground Truth Predicted 60 60 85,71 85,71 85,71 85,71
5 P?27727777? Ground Truth Predicted 0 0 0 0 0 0
6 WIDO0010 WID000? Ground Truth Predicted 71,43 85,71 85,71 71,43 100 85,71
7 Ground Truth Predicted 100 100 100 100 100 100
8 WID0002 WID0000 Ground Truth Predicted 85,71 85,71 85,71 85,71 85,71 85,71
9 WIDO0010 WIDO000? Ground Truth Predicted 71,43 85,71 85,71 71,43 100 85,71
23 WID0006  10??000??? Ground Truth Predicted 20 40 57,14 28,57 80 57,14
24 WID0009 WID00?????  Ground Truth Predicted 50 50 71,43 71,43 100 71,43

Table 4. Watermark Extraction Accuracy Results

Metric Average Value (%)
Position Accuracy (Raw) 54.23
Position Accuracy (Normalized) 59.43
Subsequence Accuracy 80.20

In addition to the accuracy of watermark extraction, this study evaluates the visual quality of Al-generated
images before and after the embedding process. This assessment is crucial to ensure that the watermark is
imperceptible to the human eye, thereby preserving the aesthetic value and readability of the visual content.

Visual quality was measured using two standard metrics: Peak Signal-to-Noise Ratio (PSNR) and the Structural
Similarity Index (SSIM). The results indicate that the average PSNR value exceeds 35 dB, while the SSIM value
reaches > 0.95. These values signify that the discrepancy between the original and watermarked images is minimal
and virtually undetectable.

Qualitatively, a comparison between the original Al-generated images and their watermarked counterparts
reveals no significant changes. In terms of detail, color, and texture, both versions appear identical. This confirms
that the watermark embedding using the hybrid DWT-SVD method successfully maintains image quality while
effectively concealing a hidden digital identity.

Original Image | Watermark Image
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Fig. 8 Visual comparison between the original Al-generated image and the watermarked image

Table 5. Visual Quality Comparison Between Original and Watermarked Images

Image Category PSNR (dB) SSIM Description
Animals 36.8 0.96 No significant difference
Transportation 35.7 0.95 Visual quality is maintained
Landscapes 37.5 0.97 Minimal difference
Objects 36.2 0.96 Color and texture details are preserved
Art 35.9 0.95 Visual structure remains undisturbed
Technology 36.5 0.96 Watermark is imperceptible; high image quality is maintained
DISCUSSIONS

The results of this study demonstrate that the integration of an invisible watermark based on the hybrid DWT—
SVD method into the Al-image generator pipeline can be executed effectively. The embedded watermark is
imperceptible, ensuring that the visual quality of the image is not compromised (PSNR > 35 dB and SSIM 2 0.95),
while remaining robust against common digital manipulations such as JPEG compression, rotation, cropping, and
noise addition. The system's robustness is proven to be substantial, although accuracy declines under conditions
of extreme cropping.

Compared to previous studies that generally embed watermarks during the post-production stage, this research
offers a distinct advantage as the watermark is directly embedded within the generative pipeline. This approach
enhances system security against watermark removal attempts and contributes a novel feature by supporting
Indonesian language input through Translator API integration. Nevertheless, this study acknowledges certain
limitations, specifically lower prediction accuracy for numeric tokens compared to alphabetic ones, and a
generalization gap between the training and validation data.

Considering the results obtained, the hybrid DWT-SVD approach serves as a viable foundation for further
development. Opportunities for improvement include utilizing more extensive and balanced datasets, increasing
image resolution, implementing data augmentation techniques to strengthen model generalization, and optimizing
the decoder architecture to enhance system robustness against extreme manipulations.

CONCLUSION

This research successfully integrated a hybrid DWT-SVD-based invisible watermark into an Al-image
generator pipeline for digital content validation purposes. The testing results demonstrate that the embedded
watermark is imperceptible, while maintaining high image quality with PSNR > 35 dB and SSIM > 0.95. This
proves that the system is capable of generating high-quality images that possess a hidden digital identity as a
marker of authenticity.

The evaluation of watermark extraction accuracy showed promising performance. Position accuracy reached
59.43% after normalization, while subsequence accuracy successfully achieved 80.20%. The watermark's
robustness was also proven high against digital manipulations such as JPEG compression, noise, and rotation,
despite a decrease in accuracy under extreme cropping conditions. These findings indicate that the hybrid DWT—
SVD method is a reliable solution for Al-based digital content verification.
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Overall, this study contributes to the development of more secure and adaptive digital content validation
systems. Compared to previous research, the novelty offered lies in the direct integration of the watermark into the
generative pipeline—rather than as a post-production stage—and the support for Indonesian language input via
the Translator API. Moving forward, this research can be expanded by enlarging the dataset, increasing image
resolution, and optimizing the decoder architecture to produce a more robust content validation system ready for
industrial-scale application.
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